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A dzg Y
VYo Clwbud! MRG0 4S9 sl 7.1.9

aplas Oley ) sy Lol S5 (TSUS) gl 2 oy J] Byl (TS) LrgliSil s ool (s

dotandl Cilalgiad! Olwluw Slused Ldwassd! YV 7.1.10
SESEE TS

Cdgll @i Gaduaill dius Bolgd Olaplge 7.1.11
CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P: M = Mandatory P = Prohibited

Field Comment
Certificate
. See 4.1.2 of
TBSCertificate M RFC 5280
Signature False M
SHA384 with
AlgorithmlIdentifier M S OID = 1.2.840.10045.4.3.3 ECDSA
Encryption
. . Root CA
SignatureValue M D Root CA Signature . o0 >
signature value

TBSCertificate

Version False

SerialNumber False M D
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CertificateSerialNumber

Signature

Algorithmldentifier

Issuer

False

OID =1.2.840.10045.4.3.3

<Root CA’s Subject>

At least 64 bits
of entropy
validated on
duplicates.

SHA384 with
ECDSA
Encryption

The issuer
field is defined
as the X.501
type “Name”

Validity

NotBefore

Encoded
according to
“ISO 3166-1-
alpha-2 code
CountryN M S I
ountryRame Q elements”.
PrintableString
, size 2
(rfc5280)
Informatics &
OrganizationName M S Telecommunications Public UTF8 encoded
Company
CommonName M S ITPC TSA Root CA G1 UTF8 encoded

Certificate generation process
date/time.

Implementatio
ns MUST
specify using
UTC time until
2049 from
then on using
GeneralisedTi
me
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NotAfter

Subject

CountryName

False

Certificate generation process
date/time + [72] Months

IQ

Suggested
validity for the
subordinate
certificate is
up to Oval

Encoded
according to
“ISO 3166-1-
alpha-2 code
elements”.
PrintableString
, size 2
(rfc5280)

OrganizationName

Technology Source

UTF8 encoded

CommonName

AlgorithmIdentifier

SubjectPublicKeyInfo

False

TS TSA CA Gl

(OID: 1.2.840.10045.2.1)

ECDSA

secp384rl
(OID: 1.3.132.0.34)

UTF8 encoded

SubjectPublicKey

Extensions

Authority Properties

AuthorityKeyldentifier

Keyldentifier

Value of the key

160-bit SHA-1 Hash of the
Root CA public key

Mandatory in
all certificates
except for self-
signed
certificates

When this
extension is
used, this field
MUST be
supported as a
minimum
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AuthorityInfoAccess
OCSP
AccessMethod ld-ad-2 I id-ad-ocsp OID Responder
ie,1.3.6.1.5.5.7.48.1 (ca ocsp) P
field
OCSP
AccessLocation http://ocsp.itpc.gov.iq responder
URL
1d-ad-2 2 id-ad-calssuers OID CA Issuers
A Method
ceessIetio ie,1.3.6.1.5.5.7.48.2 (ca cert) field
Root CA
http://pki.itpc.gov.ig Certificate/Cha
AccessLocation [repository/cert/tsa_root ca. | in download
p7b URL over
HTTP

crlDistributionPoints

DistributionPoint

Subject Properties

SubjectKeyldentifier

Keyldentifier

Key Usage Properties

keyUsage

http://pki.itpc.gov.ig

[repository/cris/tsa_root ca.

crl

160-bit SHA-1 hash of

SubjectPublicKey

CRL download
URL.

When this
extension is
used, this field
MUST be
supported as a
minimum

keyCertSign, cRLSign

ExtendedKeyUsage

id-kp-timeStamping

Policy Properties

True

True
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certificatePolicies
CA/B BR
Reserved
Policyldentifier M 2.23.140.1.4.2 Certificate
Policy for
Timestamping
certificatePolicies False ‘ M
Policyldentifier M 2.16.368.1.1.1.1
pohcyQuahﬁers(:ipohcyQuahﬁerI M id-qt 1
. e . https://pki.itpc.gov.iq
policyQualifiers:qualifier:cPSuri M Irepositorv/cos

Basic Constraints Properties

basicConstraints M
cA M True
pathLenConstraint M 0

Field

Certificate

Sl LS wlalgds 7.1.12
TS DS TSU 8algd cayyas Cako 7.1.12.1

CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P: M = Mandatory P = Prohibited

Value

Comment

See 4.1.2 of RFC

TBSCertificate M 5780
Signature
SHA384 with
AlgorithmIdentifier M OID =1.2.840.10045.4.3.3 ECDSA
Encryption
Subordinate CA’
SignatureValue M Subordinate CA Signature. u orcinate LA S
signature value
TBSCertificate
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Version False

Version M S 2 Version 3

SerialNumber False

At least 64 bits of

CertificateSerialNumber M D entropy validated
on duplicates.

Signature

OID = 1.2.840.10045.43.3 | SHA384 with
AlgorithmlIdentifier ECDSA
Encryption

The issuer field is
<Subordinate Issuing CA’s defined as the
Issuer .
Subject> X.501 type
“Name”

Encoded
according to “ISO
3166-1-alpha-2
code elements”.
PrintableString,
size 2 (rfc5280)

CountryName M S IQ

OrganizationName M S Technology Source UTEF8 encoded

CommonName M S TS TSA CA G1 UTF8 encoded

Implementations
MUST specify
using UTC time

Validit i
alidity until 2049 from
then on using
GeneralisedTime

Certificate generation

NotBefore M D .
process date/time.

Suggested
Certificate generation validity for the
NotAfter M D process date/time + [36] end user
Months certificate is up to
3 years
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Subject False

Encoded
according to “ISO
3166-1-alpha-2
code elements”.
PrintableString,
size 2 (rfc5280)

CountryName M S 1Q

OrganizationName M D Technology Source UTEF8 encoded

An identification of the
Organizationldentifier M D organization different from UTF8 encoded
the organization name

A name commonly used by
the subject to represent

CommonName M D ) : UTFS8 encoded
itself. It must uniquely
identifies the TSU
SubjectPublicKeyInfo False M
AlgorithmIdentifier M D RSA
Public Key
SubjectPublicKey M D Key length: 3072 or 4096
(RSA)

Extensions
Authority Properties
Mandatory in all

certificates except
for self-signed

AuthorityKeyldentifier

certificates

When this
160-bit SHA-1 Hash of the | extension is used,
Keyldentifier M D subordinate issuing CA this field MUST
public key be supported as a

minimum

AuthorityInfoAccess False M
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Subject Properties

SubjectKeyldentifier

1d-ad-2 1 id-ad-ocsp OID
OCSP R d
AccessMethod ie,1.3.6.1.5.5.7.48.1 (ca espondet
field
ocsp)
. OCSP di
AccessLocation http://ocsp.techsource.iq responaet
URL
Id-ad-2 2 id-ad-calssuers
AccessMethod OIDi.e., 1.3.6.1.5.5.7.48.2 CA Issuers field
(ca cert)
http://pki.techsource.ig/r Sub‘frdinate
epository/certs/tsa_ca.p Issuing CA
AccessLocation 7b Certificate/Chain
T download URL
over HTTP
crlDistributionPoints
DistributionPoint http:/{ pki.techsource.ig/r CRL download
epository/crls/tsa _ca.crl URL.

Keyldentifier

Key Usage Properties

keyUsage

Policy Properties

certificatePolicies

Policyldentifier

160-bit SHA-1 hash of
SubjectPublicKey

2.16.368.1.2.1.5

When this
extension is used,
this field MUST
be supported as a

minimum

policyQualifiers:policyQualifier
Id

id-qt 1
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policyQualifiers:qualifier:cPSur M S https://pki.techsource.iq/
i repository/cps
certificatePolicies
Policyldentifier M S 2.16.368.1.2.1.6
policyQualifiers:policyQualifier M S g 1
Id
policyQualifiers:qualifier:cPSur M S https://pki.techsource.iq/
i repository/tsaps
certificatePolicies False M
timestamps
PolicyTdentifier M S 2.16.368.1.2.1.6.1 issued in support
of document

signing signature.

Extended Key Usage Properties

extendedKeyUsage True M
S

timeStamping M True

Private Key Usage Period

notBefore This extension
indicates the

period of use of

the private key

corresponding to
GeneralizedTime M D the certified

notAfter

public key.

A new Key pair
will be generated
each 12 months

TS CS TSUBs gl L yas Calo 7.1.12.2
CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P: M = Mandatory P = Prohibited

Field Value Comment

Certificate
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TBSCertificate

Version

TBSCertificate See 4.1.2 of RFC 5280
Signature False
AlgorithmIdentifier OID =1.2.840.10045.4.3.3 SHA384 Wlth.ECDSA
Encryption
. A’s si
SignatureValue Subordinate CA Signature. Subordmatiaclues signature

Version

SerialNumber

Signature

CertificateSerialNumber

AlgorithmlIdentifier

OID = 1.2.840.10045.4.3.3

<Subordinate Issuing CA’s

Version 3

At least 64 bits of entropy
validated on duplicates.

SHA384 with ECDSA
Encryption

The issuer field is defined as

Validity

Subject> the X.501 type “Name”
Encoded according to “ISO
CountryName 1Q eleileflf;’l’.- Efl’lfilrfe;tz)l:g(tir?ng,
size 2 (rfc5280)
OrganizationName Technology Source UTF8 encoded
CommonName TS TSA CAGI1 UTF8 encoded

Implementations MUST
specify using UTC time until

2049 from then on using
GeneralisedTime

NotBefore

Certificate generation process
date/time.
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Certificate generation process

NotAft M D
ORAtter date/time + [36] Months

Suggested validity for the end
user certificate is up to 3 years

Encoded according to “ISO
3166-1-alpha-2 code

CountryName M S 1Q elements”. PrintableString,
size 2 (rfc5280)
OrganizationName M D Technology Source UTF8 encoded

An identification of the

Organizationldentifier M D | organization different from the UTF8 encoded
organization name
A name commonly used by the
CommonName M D subject t.o repre?sent 1 tself. It UTF8 encoded
must uniquely identifies the
TSU
SubjectPublicKeylnfo False M
AlgorithmlIdentifier M D RSA
Public Key
SubjectPublicKey M | D Key length: 3072 or 4096
(RSA)

Extensions

Authority Properties

AuthorityKeyldentifier

Mandatory in all certificates
except for self-signed

certificates
160-bit SHA-1 Hash of the When this extension is used,
Keyldentifier M D subordinate issuing CA public | this field MUST be supported
key as a minimum
AuthorityInfoAccess False M
Id-ad-2 1 id-ad-ocsp OID
AccessMethod M S ie.,1.3.6.1.5.5.7.48.1 (ca ocsp) OCSP Responder field
AccessLocation M S | http://ocsp.techsource.iq OCSP responder URL
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Id-ad-2 2 id-ad-calssuers OID

crlDistributionPoints

DistributionPoint

Subject Properties

SubjectKeyldentifier

Keyldentifier

Key Usage Properties

keyUsage

Policy Properties

certificatePolicies

True

M

Al Method M CAI field
ceessietio ie,1.3.6.1.5.5.7.48.2 (ca cert) ssuers fie
http://pki.techsource.ig/repo Subordinate Issuing CA
AccessLocation M sitory/certs/tsa_ca.p7b Certificate/Chain download
URL over HTTP

http://pki.techsource.ig/repo
sitory/cris/tsa_ca.crl

160-bit SHA-1 hash of
SubjectPublicKey

CRL download URL.

When this extension is used,
this field MUST be supported
as a minimum

1

certificatePolicies

Policyldentifier M 2.16.368.1.2.1.5
policyQualifiers:policyQualifier M e
Id
policyQualifiers:qualifier:cPSur M https://pki.techsource.ig/rep

ository/cps

1

Policyldentifier M 2.16.368.1.2.1.6
policyQualifiers:policyQualifier M id-qt 1
Id
policyQualifiers:qualifier:cPSur M https://pki.techsource.ig/rep

ository/tsaps
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certificatePolicies False M
. . timestamps issued in support
Policyldentifier M S 2.16.368.1.2.1.6.2

of code signing signature.

certificatePolicies

Policyldentifier M S 2.23.140.1.4.2 BR CS Reserved OID (TSA)

Extended Key Usage Properties

extendedKeyUsage

timeStamping M S True

Private Key Usage Period

notBefore This extension indicates the
period of use of the private
key corresponding to the
certified public key.

GeneralizedTime M D

notAfter
A new Key pair will be

generated each 12 months

(CRL) wilslgidl JUasf dasld s cale 7.2
CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P: M = Mandatory P = Prohibited
Field ¢ Comment

CertificateList

Signature False

—

OID = SHA384 with
AlgorithmIdentifier M S 1.2.840.10045.4.3 3 ECDSA
Encryption
The signature of
SignatureValue M D The signature of the CA tzes;ilzliorri: ’
c issuing the CRL. 7

issuing the CRL.

ple iladiyaill 1.2 :dseud! Page 78 of 93



H

L2glgisUl yauao . . . . .
Sl R Stk L) S yduane A8 — B o)l i g Gauad)! ding) Wlalgdd) dugyles Olo

6agao.0tl dolall oylaillg

TbSCertList
Version
Version S 1 Version 2
Signature
OID = SHA384 with
AlgorithmlIdentifier M S 1.2.840.10045.4.3.3 ECDSA
Encryption

Issuer

CountryName M S 1Q

OrganizationName M S Technology Source
CommonName M S TS TSA CA Gl

Implementations
MUST specify
using UTC time

Validi
alidity until 2049 from

then on using

GeneralisedTime
thisUpdate M D <creation time>
<Creation time> + [1]
Next t M D
extUpdate day + 2 hours
RevokedCertificates False M
ial of th k
CertificateSerialNumber M D g . ALY
certificates
Date whi ti TC ti f
revocationDate M D ate when revocation UTC 1rn.e o
was processed by the CA revocation
crlEntryExtension False M
Identifies the
reasonCode M D Asper BR7.2.2 reasor-l for the
certificate
revocation
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CRLExtensions False M

160-bit SHA-1 hash of
AuthorityKeyldentifier False M D the public key of the CA
issuing the CRL

Sequential CRL

CRL Number False M D
Number

< contains the
date on which
the CRL starts to
keep revocation
status
information for
expired
certificates>

expiredCertsOnCRL False M D

dseudll 03y 7.2.1
o1 7.2 o] 2y X.509 Hlens (30 2 A3ewild Tadg (CRLS) wilslgtdl sla] 03198 B gll iz Gadwaill dpd el

A3la)l O de g JUas)l da3ld wldluiel  7.2.2

oMl 7.2 ol (§ JUasY) dnS Ciyas Calo p3

(OCSP) Ci A ps Bolgldl Al JgSeigym ciuyal cale 7.3
. RFC 6960 3lxall colillaio g0 OCSP Csyas Cale (33193

CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P: M = Mandatory P = Prohibited

Field Comment

Certificate

See 4.1.2 of RFC

TBSCertificate 5280
Signature
. . OID = SHA384 with
Algorithmldentifier M S 1.2.840.1004543.3 | ECDSA Encryption
SignatureValue M D CA's Signature. CA’s Signature.
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TBSCertificate

Version

Version

SerialNumber

CertificateSerialNumber

Algorithmldentifier

Signature

OID =
1.2.840.10045.4.3.3

Version 3

At least 64 bits of
entropy validated
on duplicates.

SHA384 with
ECDSA Encryption

<Subject of the CA The issuer field is
Issuer issuing the OCSP defined as the
Certificate> X.501 type “Name”
Encoded according
to “ISO 3166-1-
alpha-2 code
C N I
ountryName Q elements”.
PrintableString,
size 2 (rfc5280)
OrganizationName Technology Source UTEF8 encoded
CommonName TS TSA CA Gl UTEF8 encoded

Validity

Certificate generation

Implementations
MUST specify
using UTC time
until 2049 from

then on using
GeneralisedTime

NotBefore .
process date/time.
Certificate generation Validity period is
NotAfter process date/time + [12] 12 months for
months OCSP Certificates
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Subject False M
Encoded according
to “ISO 3166-1-
alpha-2 code
N M I

CountryName S Q elements”.
PrintableString,
size 2 (rfc5280)
OrganizationName M S Technology Source UTF8 encoded
CommonName M S TS TSA CA G1 OCSP UTF8 encoded

SubjectPublicKeylnfo

AlgorithmlIdentifier M S RSA

Public Key
SubjectPublicKey M D
Key length: 4096 (RSA)

Extensions
Subject Properties

SubjectKeyldentifier

‘When this

extension is used
160-bit SHA-1 hash of ’
Keyldentifier M | D 60-bit SHA-1 hash of | e 14 MUST be
SubjectPublicKey
supported as a

minimum

Authority Properties
AuthorityKeyldentifier

160-bit SHA-1 hash of
the public key of the CA
issuing the OCSP
Certificate

Keyldentifier

Policy Properties

keyUsage

digitalSignature M S True
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Field Value Comment
Result of the query. If the value of
responseStatus is other than “0”, the

responseBytes field is not set.

“0” Response has

responseStatus valid confirmations

responseBytes

responseType id-pkix-ocsp-basic
BasicOCSPResponse
version 1 Version of the response format
responderID C=IQ Distinguished name of the OCSP
O = <The full registered | responder. The information MUST
name of the subject> correspond to the certificate that was
CN = <A name commonly | used to sign the response.
used by the subject to
represent itself>
producedAt The time at which the OCSP responder
signed this response.
responses
certID In accordance with RFC 6960
hashAlgorithm Depending on the hash hashAlgorithm is the hash algorithm
algorithm used in request | used to generate the issuerNameHash
and issuerKeyHash values. Supported
hash algorithms are SHA-1, SHA-256,

SHA-384 and SHA-512.

issuerNameHash Hash of issuer's DN

issuerKeyHash Hash of issuer's public key

SerialNumber CertificateSerialNumber
certStatus Status of the certificate:

e Good - certificate issued and has not
been revoked.

e Revoked - certificate is revoked.

e Unknown - the certificate is
unrecognized by this  OCSP
responder.

The most recent time at which the status

. bein
thisUpdate indic%;lted is known by the responder to
have been correct.

ple iladiyaill 1.2 :dseud! Page 83 of 93



:’
L2gJgisill yauan ) ) ) ) .
tiaosily ABUI Sleaks b o SN ydan 37 — )l @i Aiug) (g2 uad! Ay Wilolgad! dug)lan Ol

6agao.0tl dolall oylaillg

The time at or before which newer
nextUpdate e ThisUpdate + 8 hours information will be available about the
status of the certificate

According to RFC 6960 clause 4.4.4.

e the CA's certificate | "archive cutoff’ date set to the CA's

ArchiveCutoff! "notBefore" time and | certificate "notBefore" time and date
date value value According to ETSI EN 319 411-2 /

CSS-6.3.10-10.
extended-revoked Null the responder supports the extended
definition definition of the "revoked" status to also

include non-issued certificates

Al 08y 7.3.1
7.3 k)] OCSPEslgds iy ikl ladg

OCSP wldlwial  7.3.2
7.3 k)] OCSPEslgds iy ikl ladg

depicted in Figure 1.
mentation of the OCSP, the “ArchiveCutoff”’ extension is included in OCSP responces only for certificates that have expired
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