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Al ol i Oluogig

oVl 8ylaf ksl 6.6.2

Sl drgi Vg . add maduaill dixd plge sl daslldl Gauat)l liud slue] (3 dedsiuwddl lexaply 8342 Laass
(TS L) Sl yuuanad dolall zrslanl) duimedl diul) Al e &9S00 lizmny of &St YLl of gl ol Colidas
Ghatll Ol 83¢1 e diltio of dbsarePKI)
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Jol e &zl ol e aasl dnll Gruuai! Olud Oldas jamd Olasa) duadl elyall §lsY el 3iladg

3259 U3 (5 Lo gdlad o) (1 oyl lyid] dmlae lyaidl 813 shyzr] peog. @3 day (6599 Sy pliscin!
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8ol yg OLYI Jaslg>  6.6.3

Jaeladl e e3LW 6.6.1 el JI g2yl (2232
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Sl CasS qladg Bylus Dlax Ol pesats ASedl (o8 dgB Ay Jaiily bir ) SN yumn A5 Caald

doel) Al gu> 3alady g AsLially ddilarally A )l 8N (e 2l Gblie Bue J) AScd) a3 ()2 SBg
Olodsl Jadd qedl uelgd ae blall oda e JLaidl elldSy dabisall gblall J1s Ll e JUaidl o
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Gy S ¢ J8YI e (Lgiw o)) )9 dauay w8l (Vulnerability Scans) wlyadll jam=d wldes Sy
Sane e 3l Olyatll dadlaed eyl Jgluadl susds . 351 a8 Ly (Penetration Tests) @AY wllas!
48 M= (High) 8yskasdl ddle wilyadlly cdelu 24 M (Critical) dayad! @haddl dandlas @0 G (Ug) glas
sl (ST 395 @ig -del 96 UM dawsgially Ladsuiall Byglasdl I3 sl dodlas 035 (e § cdelus
Lo Lghamady slolseall i) Lgeliass

Cdgll pis- deds 6.8

ABgige by dods po planil (TS TLS CA) bz o) 9581 susand Ayl TLS Grouad)) did UsSe oyals5
(UTC)uwiodl pdladl B gtl) il Juiadl o 456 1 s 385 cdgll @i wleds slue] 3adg
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(OCSP)i Y1 s Balgdd! Al Cumiunay (CRL)sIY! 03158 cilalgidl clake 7
Bolgdl Cnyal Cake 7.1
el edy 7.1.1

LS eI luey! X.509 wislgs (TS Subordinate CAs) b ) ¢Sl yuuas) dasldl Al el Olud jiuas
. RFC 5280434)1 3 ciiwe o0

dolgddl wislwiel  7.1.2

el ydual (&l Slolgad) ez § drwludl aelsdll lllaiog RFC 5280 dadsll odn Gaduaill & ol
o2l e Sy (S "z liaell xigall plasuiwdI" sluel 48l UL Wilslgdg bl Gauuadl Lud ilslgs
AW el plusei!

.id-kp-serverAuth e
.id-kp-clientAuth

(lalgid! eud (233l Caypmo el jezo Vg

Olw)ylgsdl OUSE wldyae  7.1.3
(OID): JW! (Sl Co3an Al g3 gl Hlinadl ilin sl g5l pluseicnls Gaduasd! diud i (0 wlalgadl )uas (0IDs)

( (Object Identifier sl d3ae dunyl g3l

OBJECT IDENTIFIER::= { iso(1) member-body(2) us(840) ansi-X9-62(10045) ecdsa-with-
signatures(4) ecdsa-with-SHA2(3) 3 } SHA384

sl g0 7.1.4

oYl ey 7.1.4.1
0 7.1.4 o] aag RFC 5280 &adsll an (33155 slawl fo plisiinl ololgall ods aill Lud jauas
il selga)l eildlase

S ALl Iolgds — fagall Wlaglae  7.1.4.2

03T Jgrdl (8 d5lgdl SULSIL Aol TLS wiolgss e dadaall $540 9all cilaglas sumd

S0 90l el Jgi> (S gizmay Jaddl Egu0 gall ol dluial Lo Lgud (38195 TLS Wlolgds odo Gaduaill diusd jluas
Al delgall Oldhaie e 7.1.4 )] (§ W39 WS Lg) Ablaall Cayylaill ao(Subject DN)

() ELE 517 517 B> e add Aoy Sl o o sall Ji e Olesdl S35 o) el ] 28LaYby
Grdatl) LB 42 o daiSo p& ol A8 Al O e J5 3T il ige
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TLS Balgs g33 ¢ 550l (Subject Alternative Jsud! ayoiﬁ;:;l
Gl TLS:;;;L‘j ladl el (IP (IPAddress olgic DNSName
EVNESINY ‘o..w‘
sl 1 Ligall sl
dablaall/dY ¢l
Uyl oal

AWl Gauadl Olud Siolgd — eguvgall Sloglae  7.1.4.3
A9l el dabaiall ol aSLadl @ued! 1 AJW Clowadl L g iST1 ydumnd Ay bl Ayl Gasaid] A Balgs paiai
Oliggl oo aE e Buanll A el Toyd B5as ULl oda s Kidy

slowdl 3948 7.1.5
Bdaiaall TLS Wislgdn duolsdl dwludl uslgdll ildlaio (10 7.1.5 o)l ldlaiey Lol S jduas 455 p Al

B3lgéd! Aol (35 B30 7.1.6

481l &b o)l dell gesliell duid] &) duoliwd 305xedl OID Jadasis L g iS1 ybsae 3S puiud
Oas> dadsinal! (OIDS) S8 lsre gyl Juolaill e dize e eI W1 B3lgadl B ] g9zl 2y
Lol AW 581 lbsae pusod cld J) 38LoYlg. wilalgad! Ciyas Olike

Gogl| Al CB3me

) 32l TLS whslgld dasases dunlinw|2.23.140.1.2.2

Aol 9948 Sluiel pluseiwl  7.1.7
Olblisl arg Y

duwled! JB50 AWY29 dsluo  7.1.8
Olalgad! dnylan Ol ] add CPS dwliwd Ud g0 Lz ) S yduasd Al daldl Gaduaill s 8olgd (yauni
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TS el s Olalgidl Sluwbw dlied doellasdl AV 7.1.9
ol ikl dzg Y

TS TLS CA 8algd Cayal Cale 7.1.10
CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P: M = Mandatory P = Prohibited

Field Comment

See 4.1.2 of
TB ifi M
SCertificate REC 5280
Signature False M
SHA384 with
AlgorithmIdentifier M S OID = 1.2.840.10045.4.3.3 ECDSA
Encryption
Root CA’
SignatureValue M D Root CA Signature . 00 ;
signature value
TBSCertificate
Version
Version M S 2 Version 3
SerialNumber False M D
At least 64 bits
f ent
CertificateSerialNumber M D © .en TPy
validated on
duplicates.
Signature False | M N
OID = 1.2.840.10045.4.3.3 SHA384 with
Algorithmldentifier M S ECDSA
Encryption

Issuer <Root CA’s Subject> The issuer field

is defined as the

ple rcaduadll 1.3 rdsewdd! Page 88 of 114



Slaogdig abil Sloasd
6agao0tl dolall oylailg

L o) 93T ydume 4S5 — TLS ool JUasYl Sololgd gaaid! dngd cilalgd) dusylas ol

Encoded
according to
“ISO 3166-1-
CountryName IQ alpha-2 code
elements”.
PrintableString,
size 2 (rfc5280)
Informatics &
OrganizationName Telecommunications Public UTF8 encoded
Company
CommonName ITPC TLS Root CA Gl UTF8 encoded

Validity

NotBefore

False

Certificate generation process
date/time.

Implementations
MUST specify
using UTC time
until 2049 from
then on using

GeneralisedTim

(S

NotAfter

Subject

CountryName

False

Certificate generation process
date/time + [72] Months

1Q

Suggested
validity for the
subordinate
certificate is up
to 06 years

Encoded
according to
“ISO 3166-1-
alpha-2 code
elements”.
PrintableString,
size 2 (rfc5280)

OrganizationName

Technology Source

UTEF8 encoded

CommonName

TS TLS CA Gl

UTEF8 encoded
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SubjectPublicKeyInfo False
ECDSA
(OID: 1.2.840.10045.2.1)
AlgorithmlIdentifier M D secp384r]
(OID: 1.3.132.0.34)
SubjectPublicKey M D Value of the key

Extensions
Authority Properties

Mandatory in all

certificates
AuthorityKeyldentifier False except for self-
signed
certificates

When this
extension is

160-bit SHA-1 Hash of the R his fiel
Keyldentifier M | D 60-bit S ash of the Root | used, this field

CA public key MUST be
supported as a
minimum
AuthorityInfoAccess False M S
Id-ad-2 1 id-ad-ocsp OID OCSP
A Meth M
ccessMethod S ie,1.3.6.1.5.5.7.48.1 (ca ocsp) Responder field
. . . OCSP d
AccessLocation M S | http://ocsp.itpc.gov.iq é;si)on °

Id-ad-2 2 id-ad-calssuers OID
A Meth M Al fiel
ccessMethod S 161361557482 (caceryy | C/hISSversfield

http://pki.itpc.gov.iq ROOt (G )
. . Certificate/Chai
AccessLocation M S | /repository/cert/tls root ca.p7
b — — n download
= URL over HTTP
crlDistributionPoints False M S
. . http://pki.itpc.gov.ig CRL download
Dt tord Fp? M S [repository/cris/tls _root ca.crl URL.

ple iCaduadll 1.3 rdsenddl Page 90 of 114



H

Lo gl ikl jrmo
Slaogdig ABUI Sloadd lf.‘?-}“sJSJ'JL)M 2\5,:4 —TLS Oo)“ dw)’l CJL)L@.&.‘ L’éeu\.«,aﬁ.“ ai:.eJ C)L)l.@.&.” a-wJLM Ol:q

6agao0tl dolall oylailg

Subject Properties

SubjectKeyldentifier

When this
extension is
160-bit SHA-1 hash of used, this field

SubjectPublicKey MUST be
supported as a
minimum

Keyldentifier M D

Key Usage Properties

keyUsage

Policy Properties

certificatePolicies
CA/B BR
Reserved
Policyldentifier M S 2.23.140.1.2.2 Certificate
Policy for OV
TLS Certificates
certificatePolicies False M S
Policyldentifier M S 2.16.368.1.1.1.1
policyQualiﬁers(:lpolicyQualiﬁerI M S s 1
policyQualifiers:qualifier:cPSuri M S e

[repository/cps

Extended Key Usage Properties

Fal
extKeyUsage - M S

€

Basic Constraints Properties

basicConstraints True M S

ele tCanduatll 1.3 rdsenddl Page 91 of 114



H

Lo gJgisUI jauoo
Slaopdig abil Sloasd
6agao0tl dolall oylailg

L o) 93T ydume 4S5 — TLS ool JUasYl Sololgd gaaid! dngd cilalgd) dusylas ol

cA M S True

pathLenConstraint M S 0

(OV)aduwdall (o Bl Silolgds Ciyad Cile 7.1.11
CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P: M = Mandatory P = Prohibited

Comment

Field CE oM 60)

Certificate

TBSCertificate M

See 4.1.2 of RFC
5280

Signature M
. . OID = SHA384 with
Algorithmldentifier M S 1.2.840.10045.43.3 | ECDSA Encryption
L . The issuing
Th
SignatureValue M ¢ 1ssu1ng Subordinate Subordinate CA’s
CA Signature. .
signature value

TBSCertificate
Version
Version M 2 Version 3
SerialNumber
At least 64 bits of
CertificateSerialNumber M entropy validated
on duplicates.
Signature False M
OID =
AlgorithmIdentifier M 1.2.840.10045.4.3.3 ECls)I‘;A;ESI‘I‘CVSS;OH
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The issuer field is
defined as the
X.501 type “Name”

<Subordinate Issuing
CA’s Subject>

Issuer

Encoded according
to “ISO 3166-1-
alpha-2 code
elements”.
PrintableString,
size 2 (rfc5280)

CountryName M S 1Q

OrganizationName M S Technology Source UTEF8 encoded

CommonName M S TS TLS CA G1 UTF8 encoded

Implementations

MUST specify

o using UTC time
Validity until 2049 from

then on using
GeneralisedTime

Certificate generation
process date/time.

NotBefore M D

Maximum 200
days validity
allowed (Baseline
Requirement)

Certificate generation
NotAfter M D process date/time + [200]
days

Subject False

Encoded according
to “ISO 3166-1-
alpha-2 code
elements”.
PrintableString,
size 2 (rfc5280)

CountryName M D Country Name

UTFS8 encoded.
Mandatory if the
localityName field
stateOrProvinceName M/O D State Or Province is not present,
optional if the
localityName is
present.
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UTF8 encoded.
Mandatory if the
stateOrProvinceNa
me field is not
present, optional if
the
stateOrProvinceNa
me is present.

localityName M/O D Locality

Organization name of the

. UTF8 encoded
legal entity

OrganizationName M D

SubjectPublicKeyInfo

RSA
Algorithmldentifier M D
(OID: 1.2.840.113549.1.1.1)
Public Key
SubjectPublicKey M D | Key length: 2048 or 4096
(RSA)

Extensions
Authority Properties
Mandatory in all

certificates except
for self-signed

AuthorityKeyldentifier

certificates
When this
160-bit SHA-1 Hash of extension is used,
Keyldentifier M D the Subordinate Issuing | this field MUST be
CA public key supported as a
minimum
AuthorityInfoAccess False M
Id-ad-2 1 id-ad-ocsp OID
P R
AccessMethod M S | ie1361557481a | O ﬁ:lsdponder
ocsp)
http: .tech i
AccessLocation M S ttp://ocsp.techsource.i OCSP responder
o] URL
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Id-ad-2 2 id-ad-calssuers
A Method M S O CAT s field
ceessietho ie,1.3.6.1.5.57.482 (ca ssuers He

cert)

http://pki.techsource.ig/ | Subordinate Issuing

repository/certs/ CA
AccessLocation M S ts tls_ca.p7b Certificate/Chain
download URL
over HTTP

crlDistributionPoints

http://pki.techsource.iq/
DistributionPoint repository/cris/ts tls c
a.crl

CRL download
URL.

Key Usage Properties

keyUsage

digitalSignature

Policy Properties

certificatePolicies
CA/B BR Reserved
Policyldentifier M S 2.23.140.1.2.2 Certificate Policy
for OV Certificates
certificatePolicies False M
Policyldentifier M S 2.16.368.1.2.1.3
policyQualifiers:policyQualifier M S il 1
Id
policyQualifiers:qualifier:cPSur M S https://pki.techsource.ig/r
i epository/cps
certificatePolicies False M
Policyldentifier M S 2.16.368.1.1.3.3.2
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Extended Key Usage Properties

extKeyUsage

Subject Alternative Name

Properties
subjectAlternativeName False M
Contains either a
dNSNames with verified Fully-Qualified
dNSName or ownership Démain Name or
M D or Wildcard Domain
iPAddress Name or
IPv4 or IPv6 address .
with verified ownership Contains an
IPAddress

(CRL)wIslgid! elad) do3ld Gyl e 7.2
CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P: M = Mandatory P = Prohibited

Field ) ) Value Comment
CertificateList
TBSCertificate
Signature
OID = SHA384 with
AlgorithmlIdentifier M S 1.2.840.10045.4.3.3 ECDSA
Encryption

The signature of
the authority
issuing the CRL.

The signature of the CA

SionatureVal M D S
ignatureValue issuing the CRL.

TbSCertList

Version
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Version Version 2

Signature
OID = SHA384 with
AlgorithmIdentifier M N 1.2.840.10045.4.3.3 ECDSA

Encryption

Issuer

CountryName M S 1Q
OrganizationName M S Technology Source
CommonName M S TSTLS CA Gl

Implementations
MUST specify
using UTC time
until 2049 from
then on using
GeneralisedTime

Validity

thisUpdate M D <creation time>

<Creation time> + [1]

NextUpdat M D
SHREate day + 2 hours

RevokedCertificates

Serial of the revoked

CertificateSerialNumber M D .
certificates

. Date wh ti UTC ti f

revocationDate M D ate when revocation 1m.e 0

was processed by the CA revocation

crlEntryExtension False M
Identifies the
reason for the
reasonCode M D As per BR 7.2.2 i
certificate
revocation

CRLExtensions
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160-bit SHA-1 hash of
AuthorityKeyldentifier False M D the public key of the CA
issuing the CRL

Sequential CRL

CRL Number False M D
Number

< contains the
date on which
the CRL starts to
keep revocation
status
information for
expired
certificates>

expiredCertsOnCRL False M D

el edy 7.2
(oMe1 7.2 )] az1)) 2 HloYI X.509 £l 3o (CRL) wilslgdl i) 4a36 ylaso] TS TLS Gasadd] &us @l

CRL &lewy CRL wilslwial - 7.2.2
oOeT 7.2 o] (3 CRL iy Cabo 3

(OID 2.5.29.21) cwdl 30y 7.2.2.1
ﬁu\;';iml 139 .(0) ddzme A& pustiuall ! 0y 0950 i amg Bl Wlslgad) Cad! 3oy Ja> pluseiuwl jezo
( (CRLeWIYI 438 (§ cud] 30y J15-0] CJ"é Y @il & O (0) suxall ae 3w,

o0 o0 Yl Cad! st gl L gl 2 iawl e 9 > el 1d slused! dedle T2Y pAE o

31 Ol
BN (235 a8 il ol Zlaall Ob ol of ehe 3929 Jl ade (1) .1
G oL ey Lo 3929 095 Lol U3 Bolgadl 3 53T dudnyas daglan ST ol Eompgall pual OF Jl i (3): .2

Bolgad) jolsdl Fliaall Bl

A Mol By Balgds 2 linall Clb AW Qladl Y ol @iy Balgadl OF J) asw (4): .3
o 83l 3 el IP Olgie of BUail el (3 (Sl o o 4SUe (p0 BamU Ob Jgian Jas Gasadl]
CA/Browser @-ire wlilbaio ge lgadlgs pue o JUaaYb 3lass Gl B3lgadl s] ol Bgge day
1o (CPS) wislgad! dusylas Olo ao 9 duwslusd!

iy o) Al Of o Lgremdlio +lgidl oyl b BLel a8 83lgadly Jadyall 30 ASIY) @dgall OF J) e (5): .4
Bolgadl dxduo £lgisl Jud Bllaidl euly (S of ey

b (3 dlas wloglas @uds Jio zlaal BLAsL Jady Y didall Byl o dallre D929 I A4 (9): .5
.‘al.b'd.w}” EPP? 31 2 il (3&9-13 by A (pesd dsle bl L <18 4)) (sd&ji Balgad!
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oot Ao pdid Y CRL. & o 30y Zh] pde (ams Lo "(0) ddomo 22" 90 LW 556V Copundl n
(6) coud! 30

Hell(9) ol 3oy 713 Y

Sgiow 9l sl e CRL (3 o] Sy Y Balgd lide BlAS1 e Js e Lol Sl yduan 4S8 clias 13)
(1) JICRL (§ ol 30y iy 351 0985 Ui (1) 8 oiaw S0y o

(OID 2.5.29.28) oY auiss dais  7.2.2.2

. (Issuing Distribution Point)ohluueY! a0 g3 dlads slwisl (CRLS) wislgidl ela] 05193 eeus Y

OCSP cuyai cale 7.3

CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P: M = Mandatory P = Prohibited

Field ) Value Comment

Certificate

See 4.1.2 of RFC
5280

Algorithmldentifier M S 1.2.84(? 11(]))0:5.4.3.3 EC?)%??ECSSMﬂ
SignatureValue M D CA's Signature. CA’s Signature.
TBSCertificate
Version
Version M S 2 Version 3
SerialNumber
At least 64 bits of
CertificateSerialNumber M D entropy validated

on duplicates.

Signature False M
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OID =

AlgorithmlIdentifier M S 1.2.840.10045.4.3.3

<Subject of the CA

Issuer issuing the OCSP

Certificate>

SHA384 with
ECDSA Encryption

The issuer field is
defined as the
X.501 type “Name”

Encoded according
to “ISO 3166-1-
alpha-2 code

CountryN M S I
ountryName Q elements”.
PrintableString,
size 2 (rfc5280)
OrganizationName M S Technology Source UTF8 encoded
CommonName M S TS TLS CA Gl UTF8 encoded
Implementations
MUST specify
o using UTC time
Valid
alidity until 2049 from
then on using
GeneralisedTime
NotBefore M D Certificate gene.ratlon
process date/time.
Certificate generation Validity period is
NotAfter M D process date/time + [12] 12 months for
months OCSP Certificates
Subject False Y
Encoded according
to “ISO 3166-1-
alpha-2 code
C N M S I
ountryRame Q elements”.
PrintableString,
size 2 (rfc5280)
OrganizationName M S Technology Source UTF8 encoded
CommonName M S TS TLS CA G1 OCSP UTFS encoded

ole tCaduanl 1.3 sl

Page 100 of 114



H

Lo glgisiUl yauoo
Sluaosuig ABUI Sloads lf.?}b)g}'ﬂ)w 2\5,:4 = TLS oo JLaidl eilslgid Gl diggd wlblgid! duwylan Ol

6agao0tl dolall oylailg

SubjectPublicKeyInfo

AlgorithmlIdentifier M S RSA

Public Key
SubjectPublicKey M D
Key length: 4096 (RSA)

Extensions
Subject Properties

SubjectKeyldentifier

‘When this

extension is used
160-bit SHA-1 hash of ’
Keyldentifier M | D 60-bit SHA-1 hash of | i 14 MUST be
SubjectPublicKey
supported as a

minimum

Authority Properties
AuthorityKeyldentifier

160-bit SHA-1 hash of
the public key of the CA
issuing the OCSP
Certificate

Keyldentifier

Policy Properties

keyUsage

digitalSignature M S True

extKeyUsage M
id-kp-OCSPSigning M S True
id-pkix-ocsp-nocheck False M

OCSP &Llxiol Gasls
: RFC 6960da40! 3ol) Tad g OCSP dlawiwl 0lal Ciyaill Cale Cisay

Field Value Comment
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0 ReSDO _ - O € que O
esponsesta 21id co Stio ponsesSta othe 0 e
ponseByte ot se
esponseByte
eSpPo e Pe d—-p @) o—ba
Ba O PRespo e
tbsResponseData
version 1 Version of the response format
responderID C=IQ Distinguished name of the OCSP
O = <The full registered | responder. The information MUST
name of the subject> correspond to the certificate that was
CN = <A name commonly | used to sign the response.
used by the subject to
represent itself>
producedAt The time at which the OCSP responder
signed this response.
responses
certID In accordance with RFC 6960
hashAlgorithm Depending on the hash hashAlgorithm is the hash algorithm
algorithm used in request | used to generate the issuerNameHash
and issuerKeyHash values. Supported
hash algorithms are SHA-1, SHA-256,

SHA-384 and SHA-512,

issuerNameHash Hash of issuer's DN

issuerKeyHash Hash of issuer's public key

SerialNumber CertificateSerialNumber
certStatus Status of the certificate:

e Good - certificate issued and has
not been revoked.

e Revoked - certificate is revoked.

e Unknown - the certificate is
unrecognized by this OCSP
responder.

The most recent time at which the status

. being
thisUpdate indicated is known by the responder to
have been correct.

The time at or before which newer

nextUpdate e ThisUpdate + 8 hours information will be available about the
status of the certificate
e the CA's certificate According to RFC 6960 clause 4.4.4.
ArchiveCutoff! "notBefore" time and "archive cutoff' date set to the CA's
date value certificate "notBefore" time and date

In the current implementation of the OCSP, the “ArchiveCutoff” extension is included in OCSP responces only for certificates that have expired*

ple rcaduadll
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value According to ETSI EN 319 411-2 /

CSS-6.3.10-10.
extended-revoked Null the responder supports the extended
definition definition of the "revoked" status to also

include non-issued certificates

Ll o3y 7.3.1
7.3 pudll OCSP3lg Ciyas kol Tadg

OCSP whdlwisl  7.3.2
7.3 o)) OCSPBlgds Liyal ool (a2
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