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¥lpll 6.8
Olods 83 Juaig .Gise (20) sbae g pUaL gl giSHl Hae S Sliinel! 2855 illalus UgSe 53155
A(UTC) ol (Il i) danddbs Jaiadl o 456 11 ] s03)! ollall

(OCSP)5olgidl Ul oyo Gasdl dodssg s WY eilgds wlolgadl 7
bolgsdl ke 7.1
SMoYiedy 7.1

ddxe g2 Lo§3)|.x4a>j| X.509 )U«p}” o0 GJDL@,& lg.?j_\jj&ﬂl)m 3Sf2J Ztagwl RN | @533 olalw BEY=Y]
. RFC 5280‘:3

Balgddl Lwislwiel - 7.1.2
Onesdll (§ b g0 90 LS CA/B Forum Baseline wldlaie ao (solos Loy ‘av\s'a.‘ﬁxg X.509 v3 wlsluiel pi:-ﬁ
Al Oludiwa)l @b g5 Ollal e 8y0ball Glolgad! Sgimme Juolds sasd s didgll 0da (10 7.1.119 7.1.10
Lr g giSI ysae &S5

(OID) by yl 950! CJUJSC.\@J:.» 7.1.3
QW) 3 Cyma (3 Lgad] HLad)l oln) sl 95 plaseiasls Slalgadl juual

(Object Identifier) & Gyae dun) )l g3l

OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840) ansi-X9-62(10045) ecdsa-with-
signatures(4) ecdsa-with-SHA2(3) 3 } SHA384
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5530 92 WS L gl il yuaae 4S80 Ayl coliaall 2B 55 llaks oy Byaliall Slalgad! (@ slasdl Zilas susd
Ghalgad! Ggize Juolds e oML dagll 0dd (30 7.1.119 7.1.10 cawdd] J) $920) (228 -3.1.1 ol 3
.E)JL,QJ‘

slowdl 3948 7.1.5

Bolgil duwlew (5 Byae  7.1.6
RFC 5280.9 RFC 3739 (§ adoxe 98 LS 8olgadl dusluas (58 (e pusin)
Zlael) duoadl &) 5oyl OID Jalasee cpaud 832401 Bolgad] Al (6 ym0 bz o gSHI Hdsan 3 pisiud
7.1.119 7.1.10 onewedll (§ coholgad! Olale (pasd deistiaall Slyaall 3359 .3l (§ plal

Aol 9948 Sluiel pluseiw!  7.1.7
Aolad) 5948 dluiel plasil @3 Y

(Policy Qualifiers) duwluudl CHB S0 Js9by deluo  7.1.8
Bolgid! duyloe A8y J) pdo CPS duwlewd o go A5lgdl L3I, 8y0lall ir ) S ydumn &S ilolgds cpasai
Aiaall

Zo>d! Balgddl luwbw dluciel dlae oYY  7.1.9
. RFC 528045l § e (oguain 9o Lol ladg Balgadl coluvbu colsluial dnllas ey
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b o ¢3S yuan 4540 ol (oledS Bluacdl Lugll Bolgd cale  7.1.10.1
CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P:M = Mandatory P = Prohibited

Field Value Comment
Certificate
] See 4.1.2 of RFC
TBSCertificate M 5280
Signature False M
OID = SHA384 with
AlgorithmIdentifi M
gorithmIdentifier S 1.2.840.10045.433 | ECDSA Encryption
Root CA’
SignatureValue M D Root CA Signature . 00 ;
signature value

TBSCertificate
Version False
B N N A
SerialNumber False
At least 64 bits of
CertificateSerialNumber M D entropy validated

on duplicates.

Signature False M

OID =

- , 1.2.840.10045.4.3.3 SHA384 with
AlgorithmIdentifier M S ECDSA Encryption

The issuer field is

Issuer <Root CA’s Subject> defined as the
X.501 type “Name”

Encoded according

CountryName M S IQ to “ISO 3166-1-
alpha-2 code

elements”.
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PrintableString,
size 2 (rfc5280)

Informatics &

OrganizationName M Telecommunications UTF8 encoded
Public Company
ITPC Document Signing
CommonName M Root CA Gl UTF8 encoded
Implementations
MUST specify
L using UTC time
|
V)7 until 2049 from
then on using
GeneralisedTime
NotBefore M Certificate gene.ratlon
process date/time.
lidi
Certificate generation Eoig’[izszzf)giﬁg:t};
NotAfter M process date/time + [72] . .
certificate is up to
Months
06 years
Subject False
Encoded according
to “ISO 3166-1-
alpha-2 code
tryN M I
CountryName Q elements”.
PrintableString,
size 2 (rfc5280)
OrganizationName M Technology Source UTF8 encoded
CommonName M TS NP CA G1 UTF8 encoded
SubjectPublicKeylnfo False M
ECDSA
(OID: 1.2.840.10045.2.1)
Algorithmldentifier M secp3Sar]
(OID: 1.3.132.0.34)
SubjectPublicKey M Value of the key
Extensions
ple iladiyaill 1.2 :dseud Page 75 of 123



Slaogdig ol Sloasd
6agao0ll dolall oyLaillg

Lo o 1S yuuan 4S5 — lbitiaall 93] o] ding) Slslgidl dunylos Ol

Authority Properties

AuthorityKeyldentifier

Keyldentifier

AuthorityInfoAccess

160-bit SHA-1 Hash of
the Root CA public key

Id-ad-2 1 id-ad-ocsp OID

Mandatory in all
certificates except
for self-signed
certificates

OCSP Responder

DistributionPoint

Subject Properties

SubjectKeyldentifier

http://pki.itpc.gov.ig
[repository/crls/ds root
ca.crl

AccessMethod M i.e,1.3.6.1.5.5.7.48.1 (ca
field
ocsp)
. . P d
AccessLocation M http://ocsp.itpc.gov.iq OCSP responder
URL
Id-ad-2 2 id-ad-calssuers
AccessMethod M oD CA Issuers field
ie,1.3.6.1.5.5.7.48.2 (ca
cert)
http://pki.itpc.gov.ig BOOt Ch .
AccessLocation M /repository/cert/ds root Certificate/Chain
P Y b = download URL
—ca.p7b over HTTP
crlDistributionPoints False M

CRL download
URL.

Keyldentifier

Key Usage Properties

keyUsage

160-bit SHA-1 hash of
SubjectPublicKey

When this
extension is used,
this field MUST be
supported as a
minimum
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keyCertSign, cRLSign M S True
Policy Properties
certificatePolicies
Policyldentifier M S 2.16.368.1.1.1.1 Root CPS OID
policyQualifiers:policyQualifier M S g 1
Id
policyQualifiers:qualifier:cPSur M S https://pki.itpc.gov.iq
i [repository/cps

cA M S True

pathLenConstraint M S 0
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CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P:M = Mandatory P = Prohibited

Field Value Comment

Certificate

See 4.1.2 of RFC

TB ifi M
SCertificate 5220
Signature False M
OID = SHA384 with
AlgorithmlIdentifi M
sortumdentiticr S 1.2.840.10045.4.33 | ECDSA Encryption
Root CA’
SignatureValue M D Root CA Signature . 00 ;
signature value

TBSCertificate
Version
Version M S 2 Version 3
SerialNumber
At least 64 bits of
CertificateSerialNumber M D entropy validated

on duplicates.

Signature

OID =

Algorithmldentifier 1.2.840.10045.4.3.3 SHA384 with

ECDSA Encryption

The issuer field is
Issuer <Root CA’s Subject> defined as the
X.501 type “Name”

Encoded according
to “ISO 3166-1-
alpha-2 code
elements”.
PrintableString,
size 2 (rfc5280)

CountryName M S 1Q
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Validity

Informatics &
OrganizationName M S Telecommunications UTF8 encoded
Public Company
ITPC Document Signing
CommonName M S Root CA Gl UTF8 encoded

Certificate generation

Implementations
MUST specify
using UTC time
until 2049 from

then on using
GeneralisedTime

NotBefore M D .
process date/time.
. . S ted validit
Certificate generation foli%[izssi)lbc‘)/iiiln;t};
NotAfter M D process date/time + [72]

certificate is up to

Month
onts 06 years
Subject False
Encoded according
to “ISO 3166-1-
alpha-2 code
M I
CountryName S Q elements”.
PrintableString,
size 2 (rfc5280)
OrganizationName M S Technology Source UTEF8 encoded
CommonName M S TS LP CAGI UTF8 encoded
SubjectPublicKeylnfo False Y D
ECDSA
(OID: 1.2.840.10045.2.1)
Algorithmldentifier M D secp3Sar]
(OID: 1.3.132.0.34)
SubjectPublicKey M D Value of the key

Extensions

Authority Properties
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AuthorityKeyldentifier

Mandatory in all
certificates except
for self-signed
certificates

Keyldentifier

AuthorityInfoAccess

160-bit SHA-1 Hash of
the Root CA public key

1d-ad-2 1 id-ad-ocsp OID

OCSP Responder

DistributionPoint

Subject Properties

SubjectKeyldentifier

AccessMethod M ie,1.3.6.1.5.5.7.48.1 (ca
field
ocsp)
. . P
AccessLocation M http://ocsp.itpe.gov.iq OCSP responder
URL
Ild-ad-2 2 id-ad-calssuers
OID
AccessMethod M ie,1.3.61.557482 (ca CA Issuers field
cert)
http://pki.itpc.gov.iq ROOt Ch ,
AccessLocation M /repository/cert/ds root Certificate/Chain
P = b — download URL
—ca.p7b over HTTP
crlDistributionPoints False M

http://pki.itpc.gov.ig

[repository/crls/ds root
ca.crl

CRL download
URL.

Keyldentifier

Key Usage Properties

keyUsage

160-bit SHA-1 hash of
SubjectPublicKey

When this
extension is used,
this field MUST be
supported as a
minimum

keyCertSign, cRLSign

True
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Policy Properties

certificatePolicies
Policyldentifier M S 2.16.368.1.1.1.1 Root cps OID
policyQualifiers:policyQualifier M S idqt 1
Id
policyQualifiers:qualifier:cPSur M S https://pki.itpc.gov.iq
i [repository/cps

cA M S True

pathLenConstraint M S 0
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Jagell audall jaseddi Bolgd cale 7.1.11.1
CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P:M = Mandatory P = Prohibited

Field Value Comment

Certificate

See 4.1.2 of RFC

TBSCertificate M 5780
Signature False M
SHA384 with
AlgorithmlIdentifier M S OID =1.2.840.10045.4.3.3 ECDSA
Encryption

Natural Person Subordinate Natural Person
. u .
SignatureValue M D Subordinate CA’s

CA Signature. )
signature value

TBSCertificate
Version False M
Version Version 3
SerialNumber
At least 64 bits of
CertificateSerialNumber M D entropy validated

on duplicates.

Signature False M

OID = 1.2.840.10045.4.3.3 | SHA384 with
Algorithmldentifier M S ECDSA

Encryption

The issuer field is

Issuer <Subordinate Issuing CA’s defined as the
Subject> X.501 type
“Name”
Encoded
CountryName M S 1Q according to “ISO

3166-1-alpha-2
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code elements”.

Validity

Certificate generation

PrintableString,

size 2 (rfc5280)

OrganizationName Technology Source UTEF8 encoded
CommonName TS NP CAGlI UTF8 encoded

Implementations
MUST specify
using UTC time
until 2049 from
then on using
GeneralisedTime

NotBefore :
process date/time.
Certificate generation
NotAfter process date/time + [12]

separated by a “space”
character

Months
Subject False
Encoded
according to “ISO
3166-1-alpha-2
C N I
ountryName Q code elements”.
PrintableString,
size 2 (rfc5280)
i f th 1
GivenName Given Name of the natura UTF8 encoded
person
f the natural
Surname Surname of the natura UTF8 encoded
person
SERIALNUMBER <Uniqu.e IQeI}tiﬁer for each | PrintableString
individual > encoded
The Official name of the
OrganizationName organization to which the UTF8 encoded
natural person is affiliated
Concatenation of given
name and surname as in
CommonName government-issued ID card UTEF8 encoded
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SubjectPublicKeyInfo

Extensions
Authority Properties

AuthorityKeyldentifier

AlgorithmlIdentifier M RSA
Public Key
SubjectPublicKey M Key length: 2048 or 4096
(RSA)

Keyldentifier

AuthorityInfoAccess

Subordinate CA public key

Id-ad-2 1 id-ad-ocsp OID

160-bit SHA-1 Hash of the

OCSP Responder

DistributionPoint

Subject Properties

AccessMethod M ie,1.3.6.1.5.5.7.48.1 (ca
field
ocsp)
. OCSP d
AccessLocation M http://ocsp.techsource.iq respondet
URL
Id-ad-2 2 id-ad-calssuers
AccessMethod M OID e, 1.3.6.1.5.5.7.48.2 CA Issuers field
(ca cert)
http://pki.techsource.ia/r | Subordinate CA
A Locati v epository/certs/ts Np_ca | Certificate/Chain
ccessLocation .p7b download URL
over HTTP
crlDistributionPoints False

http://pki.techsource.iq/r
epository/cris/ts np ca.c
i}

CRL download
URL.

SubjectKeyldentifier
. 160-bit SHA-1 hash of When this
Keyldentifier M SubjectPublicKey extension is used,
this field MUST
ple iladiyaill 1.2 :dseud Page 84 of 123
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be supported as a
minimum

Key Usage Properties

keyUsage True M

I N S

Policy Properties

certificatePolicies
Policyldentifier M S 2.16.368.1.2.1.2
policyQualifiers:policyQualifier M S g 1
Id
policyQualifiers:qualifier:cPSur M S https://pki.techsource.ig/
i repository/cps

certificatePolicies

Referring to
Policyldentifier M S 2.16.368.1.1.3.1.2 Qualified Signing
Certificate
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CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P:M = Mandatory P = Prohibited

Field Value Comment

Certificate

See 4.1.2 of RFC

TB ifi M
SCertificate 5280
Signature False M
SHA384 with
AlgorithmlIdentifier M S OID =1.2.840.10045.4.3.3 ECDSA
Encryption

Natural Person Subordinate ANl
SignatureValue M D Subordinate CA’s

CA Signature. .
signature value
TBSCertificate
Version
Version M S 2 Version 3

SerialNumber

At least 64 bits of

CertificateSerialNumber M D entropy validated

on duplicates.

Signature

OID = 1.2.840.10045.43.3 | SHA384 with
Algorithmldentifier ECDSA

Encryption

The issuer field is

<Subordinate Issuing CA’s defined as the
Subject> X.501 type
“Name”

Issuer

Encoded

CountryName according to “ISO
3166-1-alpha-2
code elements”.
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PrintableString,
size 2 (rfc5280)
OrganizationName Technology Source UTF8 encoded
CommonName TS NP CA Gl UTF8 encoded
Implementations
MUST specify
o using UTC time
Validity until 2049 from
then on using
GeneralisedTime
NotBefore Certificate gene.ration
process date/time.
Certificate generation
NotAfter process date/time + [12]
Months
Subject False
Encoded
according to “ISO
3166-1-alpha-2
C N I
ountryName Q code elements”.
PrintableString,
size 2 (rfc5280)
i f th 1
GivenName Given Name of the natura UTF8 encoded
person
S f the natural
Surname urname of the fiatuta UTF8 encoded
person
<Uni . . .
SERIALNUMBER Unlquf: I(%er.mﬁer for each | PrintableString
individual > encoded
The Official name of the
OrganizationName organization to which the UTF8 encoded
natural person is affiliated
Concatenation of given
name and surname as in
CommonName government-issued ID card UTEF8 encoded
separated by a “space”
character
SubjectPublicKeyInfo False M
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Extensions

Authority Properties

AuthorityKeyldentifier

Algorithmldentifier M RSA
Public Key
SubjectPublicKey M Key length: 2048 or 4096
(RSA)

Keyldentifier

AuthorityInfoAccess

160-bit SHA-1 Hash of the
Subordinate CA public key

Id-ad-2 1 id-ad-ocsp OID

OCSP Responder

crlDistributionPoints

DistributionPoint

Subject Properties

False

AccessMethod M ie,1.3.6.1.5.5.7.48.1 (ca
field
ocsp)
. P
AccessLocation M http://ocsp.techsource.iq OCSP responder
URL
Id-ad-2 2 id-ad-calssuers
AccessMethod M OIDie., 1.3.6.1.5.57.48.2 CA Issuers field
(ca cert)
http://pki.techsource.ig/r | subordinate CA
A Locati v epository/certs/ts Np_ca | Certificate/Chain
ccessLocation .p7b download URL
over HTTP

http://pki.techsource.iq/r

epository/cris/ts np ca.c
i}

CRL download
URL.

SubjectKeyldentifier
When this
. extension is used,
it M 160-bit SHA-1 hash of | ;" 14 MuST
SubjectPublicKey
be supported as a
minimum
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Key Usage Properties

keyUsage True M
I CIEE R
Policy Properties
certificatePolicies False M
Policyldentifier M S 2.16.368.1.2.1.2
policyQualifiers:policyQualifier M S id-qt 1
Id
policyQualifiers:qualifier:cPSur M S https://pki.techsource.ig/
i repository/cps
certificatePolicies False M
Referring to
Policyldentifier M S 2.16.368.1.1.3.1.5 Remote Qualified
Signing
Certificate
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CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P:M = Mandatory P = Prohibited

Field Value Comment

Certificate

See 4.1.2 of RFC

TB ifi M
SCertificate 5280
Signature False M
SHA384 with
AlgorithmlIdentifier M S OID =1.2.840.10045.4.3.3 ECDSA
Encryption

Natural Person Subordinate ANl
SignatureValue M D Subordinate CA’s

CA Signature. .
signature value
TBSCertificate
Version
Version M S 2 Version 3

SerialNumber

At least 64 bits of

CertificateSerialNumber M D entropy validated

on duplicates.

Signature

OID = 1.2.840.10045.43.3 | SHA384 with
Algorithmldentifier ECDSA

Encryption

The issuer field is

<Subordinate Issuing CA’s defined as the
Subject> X.501 type
“Name”

Issuer

Encoded

CountryName according to “ISO
3166-1-alpha-2
code elements”.
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PrintableString,
size 2 (rfc5280)
OrganizationName Technology Source UTF8 encoded
CommonName TS NP CA Gl UTF8 encoded
Implementations
MUST specify
o using UTC time
Validity until 2049 from
then on using
GeneralisedTime
NotBefore Certificate gene.ration
process date/time.
Certificate generation
NotAfter process date/time + [12]
Months
Subject False
Encoded
according to “ISO
3166-1-alpha-2
C N I
ountryName Q code elements”.
PrintableString,
size 2 (rfc5280)
i f th 1
GivenName Given Name of the natura UTF8 encoded
person
S f the natural
Surname urname of the fiatuta UTF8 encoded
person
<Uni . . .
SERIALNUMBER Unlquf: I(%er.mﬁer for each | PrintableString
individual > encoded
The Official name of the
OrganizationName organization to which the UTF8 encoded
natural person is affiliated
Concatenation of given
name and surname as in
CommonName government-issued ID card UTEF8 encoded
separated by a “space”
character
SubjectPublicKeyInfo False M

ple iladiyaill 1.2 :dseud Page 91 of 123



Slaogdig ol Sloasd
6agao0ll dolall oyLaillg

Lo o 1S yuuan 4S5 — lbitiaall 93] o] ding) Slslgidl dunylos Ol

Extensions

Authority Properties

AuthorityKeyldentifier

Algorithmldentifier M RSA
Public Key
SubjectPublicKey M Key length: 2048 or 4096
(RSA)

Keyldentifier

AuthorityInfoAccess

160-bit SHA-1 Hash of the
Subordinate CA public key

Id-ad-2 1 id-ad-ocsp OID

OCSP Responder

crlDistributionPoints

DistributionPoint

Subject Properties

False

AccessMethod M ie,1.3.6.1.5.5.7.48.1 (ca
field
ocsp)
. P
AccessLocation M http://ocsp.techsource.iq OCSP responder
URL
Id-ad-2 2 id-ad-calssuers
AccessMethod M OIDie., 1.3.6.1.5.57.48.2 CA Issuers field
(ca cert)
http://pki.techsource.ig/r | subordinate CA
A Locati v epository/certs/ts Np_ca | Certificate/Chain
ccessLocation .p7b download URL
over HTTP

http://pki.techsource.iq/r

epository/cris/ts np ca.c
i}

CRL download
URL.

SubjectKeyldentifier
When this
. extension is used,
it M 160-bit SHA-1 hash of | ;" 14 MuST
SubjectPublicKey
be supported as a
minimum
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Key Usage Properties

keyUsage True M
I I N S N
Policy Properties
certificatePolicies False M
Policyldentifier M S 2.16.368.1.2.1.2
policyQualifiers:policyQualifier M S id-qt 1
Id
https://pki.techsource.ig/
policyQualiﬁers.:qualiﬁer:cPSur M S repository/cps
i
certificatePolicies False M
Referring to
Policyldentifier M S 2.16.368.1.1.3.1.1 Advanced
Signing
Certificate
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CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P:M = Mandatory P = Prohibited

Field Value Comment

Certificate

See 4.1.2 of RFC

TB ifi M
SCertificate 5280
Signature False M
SHA384 with
AlgorithmlIdentifier M S OID =1.2.840.10045.4.3.3 ECDSA
Encryption

Natural Person Subordinate ANl
SignatureValue M D Subordinate CA’s

CA Signature. .
signature value
TBSCertificate
Version
Version M S 2 Version 3

SerialNumber

At least 64 bits of

CertificateSerialNumber M D entropy validated

on duplicates.

Signature

OID = 1.2.840.10045.43.3 | SHA384 with
Algorithmldentifier ECDSA

Encryption

The issuer field is

<Subordinate Issuing CA’s defined as the
Subject> X.501 type
“Name”

Issuer

Encoded

CountryName according to “ISO
3166-1-alpha-2
code elements”.
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PrintableString,
size 2 (rfc5280)
OrganizationName Technology Source UTF8 encoded
CommonName TS NP CA Gl UTF8 encoded
Implementations
MUST specify
o using UTC time
Validity until 2049 from
then on using
GeneralisedTime
NotBefore Certificate gene.ration
process date/time.
Certificate generation
NotAfter process date/time + [12]
Months
Subject False
Encoded
according to “ISO
3166-1-alpha-2
C N I
ountryName Q code elements”.
PrintableString,
size 2 (rfc5280)
i f th 1
GivenName Given Name of the natura UTF8 encoded
person
S f the natural
Surname urname of the fiatuta UTF8 encoded
person
<Uni . . .
SERIALNUMBER Unlquf: I(%er.mﬁer for each | PrintableString
individual > encoded
The Official name of the
OrganizationName organization to which the UTF8 encoded
natural person is affiliated
Concatenation of given
name and surname as in
CommonName government-issued ID card UTEF8 encoded
separated by a “space”
character
SubjectPublicKeyInfo False M
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Extensions

Authority Properties

AuthorityKeyldentifier

Algorithmldentifier M RSA
Public Key
SubjectPublicKey M Key length: 2048 or 4096
(RSA)

Keyldentifier

AuthorityInfoAccess

160-bit SHA-1 Hash of the
Subordinate CA public key

Id-ad-2 1 id-ad-ocsp OID

OCSP Responder

crlDistributionPoints

DistributionPoint

Subject Properties

False

AccessMethod M ie,1.3.6.1.5.5.7.48.1 (ca
field
ocsp)
. P
AccessLocation M http://ocsp.techsource.iq OCSP responder
URL
Id-ad-2 2 id-ad-calssuers
AccessMethod M OIDie., 1.3.6.1.5.57.48.2 CA Issuers field
(ca cert)
http://pki.techsource.ig/r | subordinate CA
A Locati v epository/certs/ts Np_ca | Certificate/Chain
ccessLocation .p7b download URL
over HTTP

http://pki.techsource.iq/r

epository/cris/ts np ca.c
i}

CRL download
URL.

SubjectKeyldentifier
When this
. extension is used,
it M 160-bit SHA-1 hash of | ;" 14 MuST
SubjectPublicKey
be supported as a
minimum
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Key Usage Properties

keyUsage True M
I N N N
Policy Properties
certificatePolicies False M
Policyldentifier M S 2.16.368.1.2.1.2
policyQualifiers:policyQualifier M S id-qt 1
Id
https://pki.techsource.ig/
policyQualiﬁers.:qualiﬁer:cPSur M S repository/cps
i
certificatePolicies False M
Referring to
Remote
Policyldentifier M S 2.16.368.1.1.3.1.4 Advanced
Signing
Certificate
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CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P: M = Mandatory P = Prohibited

Field Value Comment

Certificate

See 4.1.2 of RFC

TB ifi M
SCertificate 5220
Signature False M
SHA384 with
AlgorithmIdentifi M ID =1.2.840.10045.4.3.3
gorithmIdentifier S O ECDSA Encryption
. Legal Person
Legal P
SignatureValue M D . ersc?n Subordinate Subordinate CA’s
CA Signature. .
signature value

TBSCertificate
Version
Version M S 2 Version 3
SerialNumber
At least 64 bits of
CertificateSerialNumber M D entropy validated

on duplicates.

Signature

OID = 1.2.840.10045.433 |  SIA384 with

AlgorithmIdentifi M
gorithmldentifier S ECDSA Encryption

The issuer field is
defined as the
X.501 type “Name”

<Subordinate Issuing CA’s
Subject>

Issuer

Encoded according
to “ISO 3166-1-
alpha-2 code
elements”.
PrintableString,
size 2 (rfc5280)

CountryName M S 1Q

ple iladiyaill 1.2 :dseud Page 98 of 123



h

Lo gJgisUl yauon
Slosulg ABUI Soads L o Sy AS 7 — Coluitiana)l 28 g3 Baduaid] dig) Ololgad! dusylas 0Ly

63gannll dolall Gylaillg

OrganizationName M S Technology Source UTEF8 encoded

CommonName M S TSLP CAGI1 UTF8 encoded

Implementations
MUST specify
using UTC time

lidit
Validity until 2049 from
then on using
GeneralisedTime
NotBefore M D Certificate gene.ranon
process date/time.
Certificate generation
NotAfter M D process date/time + [12]
Months
Subject False
Encoded according
to “ISO 3166-1-
alpha-2 code
CountryN M S I
ountryName Q elements”.
PrintableString,
size 2 (rfc5280)
The Official fth
OrganizationName M D O 1c1a. na@e orthe UTF8 encoded
organization
o . izational unit
OrganizationalUnit o D org?nl.za ronat ut nzflme UTF8 encoded
within the legal entity
An identification of the
oot ati
Organizationldentifier M D su‘t.)Jec Oranization UTF8 encoded
different from the
organization name
A name commonly used
CommonName M D by the subject to represent UTF8 encoded
itself
SubjectPublicKeylnfo False M
Algorithmldentifier M D RSA
Public Key
SubjectPublicKey M D | Key length: 2048 or 4096
(RSA)
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Extensions

Authority Properties

AuthorityKeyldentifier

160-bit SHA-1 Hash of the
Keyl ifi M D
eyldentifier Subordinate CA public key
AuthorityInfoAccess False M
Id-ad-2 1 id-ad-ocsp OID
P R d
AccessMethod M S | ie,1361557481(a | O ﬁ:;pon er
ocsp)
. P d
AccessLocation M S http://ocsp.techsource.ig 0Ie é;slljon e
Id-ad-2 2 id-ad-calssuers
AccessMethod M S OIDi.e.,1.3.6.1.55.7.48.2 CA TIssuers field
(ca cert)
http://pki.techsource.ig/r Subordinate CA
. epository/certs/ Certificate/Chain
AccessLocation M S ts Ip_ca.p7b download URL
over HTTP
crlDistributionPoints False M
http://
. . . RL 1
DistributionPoint M S pki.techsource.ig/reposit e S;v{n e
ory/cris/ts Ip ca.crl ’

Subject Properties

SubjectKeyldentifier

When this

extension is used
160-bit SHA-1 hash of ’
Keyldentifier M D : asho this field MUST be
SubjectPublicKey
supported as a

minimum

Key Usage Properties

keyUsage

nonrepudiation
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Policy Properties

certificatePolicies
Policyldentifier M S 2.16.368.1.2.1.2
policyQualifiers:policyQualifier M S id-qt 1
Id
. e https://
pohcyQuahﬁersi. qualifier:cPSur M S oki.techsource.ig/reposit
ory/cps

certificatePolicies

Referring to eSeal

Policyldentifier M S 2.16.368.1.1.3.2.1 .
Certificate
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CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P: M = Mandatory P = Prohibited

CE ‘O/M ‘CO Value

Field Comment
Certificate
TBSCertificate M See 4.1.2 of
RFC 5280
Signature
SHA384 with
AlgorithmlIdentifier M S OID =1.2.840.10045.4.3.3 ECDSA
Encryption
Subordinate CA’
SignatureValue M D Subordinate CA Signature. .u orcinate *
signature value
TBSCertificate
Version
Version M S 2 Version 3
erialNumber
CertificateSerialNumber M D At least 64 bits
of entropy
validated on
duplicates.
Signature False ‘ M ‘ ‘
SHA384 with
AlgorithmIdentifier M S OID = 1.2.840.10045.4.3.3 ECDSA
Encryption
Issuer False | M
CountryName M S Encoded
according to “ISO
10 3166-1-alpha-2
code elements”.
PrintableString,
size 2 (rfc5280)
OrganizationName M S Technology Source UTF8 encoded
CommonName M S TS LP CA Gl UTEF8 encoded

Validity

Implementations
MUST specify

using UTC time
until 2049 from
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then on using
GeneralisedTim

e

NotBefore M Certificate generation process
date/time.
NotAfter M Certificate generation process

Subject

CountryName

date/time + [12] Months

1Q

Encoded
according to
“ISO 3166-1-
alpha-2 code
elements”.
PrintableString,
size 2 (rfc5280)

OrganizationName

Technology Source

UTF8 encoded

CommonName

SubjectPublicKeylnfo

Algorithmldentifier

Signature Verification Service

RSA

UTF8 encoded

SubjectPublicKey

Extensions

Authority Properties
AuthorityKeyldentifier

Keyldentifier

AuthorityInfoAccess

False

M

Public Key
Key length: 2048 or 4096 (RSA)

SHA-1 Hash of the
Infrastructure CA’s public key

Mandatory in all
certificates
except for self-
signed
certificates

When this
extension is
used, this field
MUST be
supported as a
minimum

AccessMethod M Id-ad-2 1 id-ad-ocsp OID OCSP Responder
ie,1.3.6.1.5.5.7.48.1 (ca ocsp) field
Al Locati M P
coesst-ocation http://ocsp.techsource.iq SEIS, responder
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Subject Properties

AccessMethod M S Id-ad-2 2 id-ad-calssuers OID CA Issuers field
ie.,1.3.6.1.5.5.7.48.2 (ca cert)

AccesslLocation M S Subordinate
http://pki.techsource.ig/repositor | ssying CA
ylcerts/ts Ip_ca.p7b Certificate/Chain

download URL
over HTTP
criDistributionPoints False ‘ M ‘ ‘

DistributionPoint M S http://pki.techsource.ig/repositor | CRL download
ylcris/ts Ip ca.crl URL.

SubjectKeyldentifier

Keyldentifier

Policy Properties

160-bit SHA-1 hash of
SubjectPublicKey

When this
extension is
used, this field
MUST be
supported as a
minimum

keyUsage M
digitalSignature M S True
Certificate Policies M—‘
policyldentifier M S 2.16.368.1.2.1.2
policyQualifiers:policyQ M S id-qt 1
ualifierld
policyQualifiers:qualifier: M S https://pki.techsource.iq/reposit
cPSuri ory/cps
Certificate Policies False ‘ M ‘ ‘
policyldentifier M S 2.16.368.1.1.3.3.3
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(CRL)Bka)! Colslghdl da3d Cale 7.2

dseuddl 08y 7.2.1
- (X.509 v2)2 1ol CRL yluo] b g) Sl juuae S dueyall Olipgll @eds

CRLJ3] wislwielg CRL widlinl  7.2.2
el (3 miog0 98 LS CRL Jls-o| wisluiely CRL wislial bz ) ¢3S juan (S Ooldiall gud g5 Olipd puseins
.7.2.3

e o)l Ol CRL wilalgds wlake  7.2.3
CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P: M = Mandatory P = Prohibited

Natural Person Subordinate CA’s CRL

Field CE O/M (6[0) Value Comment

CertificateList
TBSCertificate
Signature
OID = SHA384 with
AlgorithmlIdentifier M S 1.2.840.10045.4.3.3 ECDSA
Encryption

The signature of
the authority
issuing the CRL.

The signature of the CA

SionatureVal M D ..
1gnature value issuing the CRL.

TbSCertList

Version

Version S 1 Version 2

Signature False M
OID = SHA384 with
AlgorithmlIdentifier M S 1.2.840.10045.4.3.3 ECDSA
Encryption
Issuer False M
CountryName M S 1Q
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OrganizationName

Technology Source

CommonName

Validity

thisUpdate

TSNP CAGl1

<creation time>

Implementations
MUST specify
using UTC time
until 2049 from
then on using
GeneralisedTime

NextUpdate

RevokedCertificates

CertificateSerialNumber

<Creation time> + [1]
day + 2 hours

Serial of the revoked

CRLExtensions

AuthorityKeyldentifier

False

False

certificates
. Date when revocation UTC time of
revocationDate .
was processed by the CA revocation
crlEntryExtension False
Identifies the
reason for the
enaeCace Asper BR 7.2.2 .
certificate
revocation

160-bit SHA-1 hash of
the public key of the CA
issuing the CRL

CRL Number

False

Sequential CRL
Number

expiredCertsOnCRL

False

< contains the
date on which
the CRL starts to
keep revocation
status
information for
expired
certificates>
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Legal Person Subordinate CA’s CRL

Field Comment
CertificateList
TBSCertificate
Signature
OID = SHA384 with
Algorithmldentifier M S 1.2.840.10045.4.3.3 ECDS{\
Encryption

The signature of

The signature of the CA .
© g on He the authority

SignatureValue M D

issuing the CRL. .
R issuing the CRL.
TbSCertList
Version
Version S 1 Version 2
Signature
OID = SHA384 with
AlgorithmlIdentifier M S 1.2.840.10045.4.3.3 ECDSA
Encryption
Issuer False M
CountryName M S 1Q
OrganizationName M S Technology Source
CommonName M S TSLP CAGI
Implementations
MUST specify
Lo using UTC time
Validity until 2049 from
then on using
GeneralisedTime
thisUpdate M D <creation time>
< tion time> + [ 1
NextUpdate M D Creation time> + [1]
day + 2 hours
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RevokedCertificates
CertificateSerialNumber M D Haac] of.the SIS
certificates
revocationDate M D Date when revocation UTC tlrnle of
was processed by the CA revocation
crlEntryExtension False M
Identifies the
for th
reasonCode M D Asper BR7.2.2 reason for the
certificate
revocation
CRLExtensions
160-bit SHA-1 hash of
AuthorityKeyldentifier False M D the public key of the CA
issuing the CRL
CRL Number False M D Sequential CRL
Number
< contains the
date on which
the CRL starts to
. keep revocation
expiredCertsOnCRL False M D P
status
information for
expired
certificates>
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(OCSP) o5yl pe Bolgidl Al o 3aidl JgSeigp ale 7.3

dseuddl 08y 7.3.1
7.3.3 puddll (3 9Sde 98 LS OCSP 8algs ikel) Tad

OCSPlsluiel  7.3.2
7.3.3 o)l (3 550e 5 LS OCSP Balgs kel lady

L 58I yuan S Ciluidunall a893 Ciling) OCSP Bolgd Cale  7.3.3
CE = Critical Extension O/M: O = Optional M = Mandatory CO = Content: S = Static, D = Dynamic
M/P: M = Mandatory P = Prohibited

Natural Person Subordinate CA’s OCSP Responder Certificate

Field CE O/M (0[0) Value Comment
Certificate

See 4.1.2 of RFC

TBSCertificate M 5780
Signature
Algorithmldentifier M S 1.2.840(.) 1I (]))0:5.4.3.3 Ec%§i3§jc$1:ion
SignatureValue M D CA's Signature. CA's Signature.
TBSCertificate
Version
Version M S 2 Version 3
SerialNumber
At least 64 bits of
CertificateSerialNumber M D entropy validated

on duplicates.
Signature False M
OID =

- , 1.2.840.10045.4.3.3 SHA384 with
AlgorithmlIdentifier M S ECDSA Encryption
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<Subject of the CA The issuer field is
Issuer issuing the OCSP defined as the
Certificate> X.501 type “Name”
Encoded according
to “ISO 3166-1-
alpha-2 code
C N M S I
ountryName Q elements”.
PrintableString,
size 2 (rfc5280)
OrganizationName M S Technology Source UTEF8 encoded
CommonName M S TS NP CA Gl UTF8 encoded
Implementations
MUST specify
s using UTC time
Validity until 2049 from
then on using
GeneralisedTime
NotBefore M D Certificate gene.ratlon
process date/time.
Certificate generation Validity period is
NotAfter M D process date/time + 12 months for
validity period OCSP Certificates
Subject False M
Encoded according
to “ISO 3166-1-
alpha-2 code
C N M S I
ountryName Q elements”.
PrintableString,
size 2 (rfc5280)
OrganizationName M S Technology Source UTFS encoded
CommonName M S TS NP CA G1 OCSP UTF8 encoded
SubjectPublicKeylnfo False M
Algorithmldentifier M S RSA
Public Key
SubjectPublicKey M D
Key length: 4096 (RSA)
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Extensions

Subject Properties

SubjectKeyldentifier

‘When this

. extension is used,
Keyldentifier M D 160-bit SHA-L hash of |,/ " 14 MUST be
SubjectPublicKey
supported as a

minimum

Authority Properties
AuthorityKeyldentifier

160-bit SHA-1 hash of
the public key of the CA
issuing the OCSP
Certificate

Keyldentifier

Policy Properties

keyUsage

digitalSignature M S True

extKeyUsage

id-kp-OCSPSigning M S True

id-pkix-ocsp-nocheck False M
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Field Value Comment

Result of the query. If the value of
responseStatus "0” Response has responseStatus is other than “0”, the
responseBytes field is not set.

valid confirmations

responseBytes

T
responselype id-pkix-ocsp-basic

BasicOCSPResponse

tbsResponseData
version 1 Version of the response format
responderID C=IQ Distinguished name of the OCSP

responder. The information MUST
correspond to the certificate that was
used to sign the response.

O = <The full registered
name of the subject>

CN = <A name commonly
used by the subject to
represent itself>

producedAt The time at which the OCSP responder
signed this response.

responses
certID In accordance with RFC 6960
hashAlgorithm Depending on the hash hashAlgorithm is the hash algorithm
algorithm used in request | used to generate the issuerNameHash
and issuerKeyHash values. Supported
hash algorithms are SHA-1, SHA-256,
SHA-384 and SHA-512.
issuerNameHash Hash of issuer's DN
issuerKeyHash Hash of issuer's public key
SerialNumber CertificateSerialNumber
certStatus Status of the certificate:

e (Good - certificate issued and has not
been revoked.

e Revoked - certificate is revoked.
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® Unknown - the certificate is
unrecognized by  this  OCSP
responder.

The most recent time at which the status
being

thisUpdate
B indicated is known by the responder to

have been correct.

The time at or before which newer
information will be available about the

nextUpdate e ThisUpdate + 8 hours i
status of the certificate

According to RFC 6960 clause 4.4.4.

e the CA's certificate | "archive cutoff’ date set to the CA's
ArchiveCutoff?! "notBefore" time and | certificate "notBefore" time and date
date value value According to ETSI EN 319 411-2 /
CSS-6.3.10-10.

extended-revoked Null the responder supports the extended
definition definition of the "revoked" status to also

include non-issued certificates

In the current implementation of the OCSP, the “ArchiveCutoff” extension is included in OCSP responces only for certificates that have *
expired
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