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Field ) Comment

Certificate

See 4.1.2 of RFC
5280

TBSCertificate M

Signature False M
. . OID = SHA384 with
Algorithmldentifier M S 1.2.840.10045.43.3 | ECDSA Encryption
. . Root CA’
SignatureValue M D Root CA Signature . o0 >
signature value

TBSCertificate
Version
Version M S 2 Version 3
SerialNumber False M D
At least 64 bits of
CertificateSerialNumber M D entropy validated
on duplicates.

Signature False M S

ple tCadyaill 1.2 14! Page 72 of 95



h
L2 9J g8l yasan
Slaosuig ARl Gloadd l‘{q-jj}&ﬁ‘)w 26,& — Olwylgsdl &:.5‘9.2.‘ Gl digd lolgid) duylan Olo

61gao.0ll dolall oylaillg

OID =

~ - 1.2.840.10045.4.3.3 SHA384 with
AlgorithmlIdentifier M S ECDSA Encryption

The issuer field is
Issuer <Root CA’s Subject> defined as the

X.501 type “Name”

Encoded according
to “ISO 3166-1-
alpha-2 code
elements”.
PrintableString,
size 2 (rfc5280)

CountryName M S 1Q

Informatics &

OrganizationName M S Telecommunications UTF8 encoded
Public Company
CommonName M S ITPC CS Root CA G1 UTF8 encoded
Implementations
MUST specify
1 using UTC time
1
Validity until 2049 from
then on using
GeneralisedTime
i .
NotBefore M D Certificate gene‘ratlon
process date/time.
. . S ted validit
Certificate generation foligtlglzssebc\)/iiiln;t};
. ul
NotAfter M D process date/time + [72] . .
certificate is up to
Months
06 years
Subject False
Encoded according
to “ISO 3166-1-
alpha-2 code
C N M S I
ountryName Q elements”.
PrintableString,
size 2 (rfc5280)
OrganizationName M S Technology Source UTEF8 encoded
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As defined in BR.

CommonName M S TS CS CAG1 UTF8 encoded

SubjectPublicKeylnfo

ECDSA
(OID: 1.2.840.10045.2.1)
AlgorithmlIdentifier M D secp384r]
(OID: 1.3.132.0.34)
SubjectPublicKey M D Value of the key

Extensions
Authority Properties
Mandatory in all

certificates except
for self-signed

AuthorityKeyldentifier

certificates
When this
extension is used
160-bit SHA-1 Hash of ’
Keyldentifier M D 60-bit S BNOT T this field MUST be
the Root CA public key
supported as a
minimum
AuthorityInfoAccess False M S
Id-ad-2 1 id-ad-ocsp OID
P R
AccessMethod M S | ie.13.61557481(ca | O ﬁ:;ponder
ocsp)
. OCSP responder
Al L M . . .
ccessLocation S http://ocsp.itpc.gov.iq URL
Id-ad-2 2 id-ad-calssuers
AccessMethod M S oD CA Issuers field
ie,1.3.6.1.5.5.7.48.2 (ca
cert)
http://pki.itpc.gov.iq Root CA
AccessLocation M g | /repository/cert/cs root | Certificate/Chain
ca.p7b download URL
B over HTTP
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crlDistributionPoints

http://pki.itpc.gov.ig
DistributionPoint [repository/cris/cs root
ca.crl

CRL download
URL.

Subject Properties

SubjectKeyldentifier

When this

. extension is used,
Keyldentifier M D 160_b1,t SHA- 1. hash of this field MUST be
SubjectPublicKey

supported as a

minimum

Key Usage Properties

keyUsage

Policy Properties

certificatePolicies
CA/B BR Reserved
Policyldentifier M S 2.23.140.1.4.1 Certificate Policy
for Code Signing
certificatePolicies False M S
Policyldentifier M S 2.16.368.1.1.1.1
policyQualifiers:policyQualifier M S g 1
Id
policyQualifiers:qualifier:cPSur M S https://pki.itpc.gov.iq
i [repository/cps

Extended Key Usage Properties

extKeyUsage False

N N N N

Basic Constraints Properties
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basicConstraints True M

pathLenConstraint M S 0

Olmand! adgi ©lolgd vyl Cale,7.1.11

Field Value Comment

See 4.1.2 of RFC

TBSCertificat M
ertificate 5780
Signature False
OID = SHA384 with
AlgorithmIdentifi
gorttmidentiiier 1.2.840.10045.433 | ECDSA Encryption
CS Subordinate
. CS Subordinate CA .
SignatureValue M D u. oramate CA’s signature
Signature.
value
TBSCertificate
Version
Version Version 3
SerialNumber False
At least 64 bits of
CertificateSerialNumber M D entropy validated

on duplicates.

Signature False M

OID =

SHA384 with
AlgorithmIdentifi M 1.2.840.10045.4.3.3
gorithmidentifier > ECDSA Encryption

The issuer field is
Issuer defined as the
CA’s Subject>
5 PHRJee X.501 type “Name”

<Subordinate Issuing
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Encoded according
to “ISO 3166-1-
alpha-2 code
elements”.
PrintableString,
size 2 (rfc5280)

CountryName M S 1Q

OrganizationName M S Technology Source UTF8 encoded

CommonName M S TS CS CAGI UTF8 encoded

Implementations
MUST specify
using UTC time

Validity until 2049 from

then on using
GeneralisedTime

Certificate generation

NotBefore M D .
process date/time.

Certificate generation
NotAfter M D process date/time + [12]
Months

Subject False

Encoded according
to “ISO 3166-1-
alpha-2 code
elements”.
PrintableString,
size 2 (rfc5280)

Organization name of the UTF8 encoded
legal entity As defined in BR.
UTF8 encoded.
Mandatory if the
stateOrProvinceNa
me field is not
present, optional if
the
stateOrProvinceNa
me is present.
UTF8 encoded.
Mandatory if the
stateOrProvinceName M/O D State Or Province localityName field
is not present,
optional if the

CountryName M D Country Name

OrganizationName M D

localityName M/O D Locality
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localityName is
present.

CommonName

SubjectPublicKeylnfo

Subject’s legal name

UTF8 encoded
As defined in BR.

Algorithmldentifier RSA
Public Key
SubjectPublicKey Key length: 3072 or 4096
(RSA)
Extensions
Authority Properties
Mandatory in all
ifi
i et
certificates
When this
160-bit SHA-1 Hash of extension is used,
Keyldentifier the Subordinate Issuing | this field MUST be
CA public key supported as a
minimum
AuthorityInfoAccess
Id-ad-2 1 id-ad-ocsp OID
P R
AccessMethod ie.13.61557.481 (ca | OCSF Responder
field
ocsp)
) http://ocsp.techsource.i OCSP responder
AccessLocation
q URL
Id-ad-2 2 id-ad-calssuers
OID
A Meth Al fiel
ccessMethod i0,1.3.6.1.5.5.7.482 (ca | CATSuersficld
cert)
http://pki.techsource.ig/
repository/certs/cs _ca. | Subordinate Issuing
AccessLocation p7b CA
Certificate/Chain
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crlDistributionPoints

DistributionPoint

Subject Properties

SubjectKeyldentifier

Keyldentifier

download URL
over HTTP

http://pki.techsource.iq/
repository/crls/cs ca.cr
|

CRL download
URL.

160 bit SHA 1 hash of
the SubjectPublicKey

Key Usage Properties

keyUsage

Policy Properties

N N T N

certificatePolicies False M
CA/B BR Reserved
Policyldentifier M S 2.23.140.1.4.1 Certificate Policy
for Code Signing
certificatePolicies False M
Policyldentifier M S 2.16.368.1.2.1.1
policyQualifiers:policyQualifier M S id-qt 1
Id
policyQualifiers:qualifier:cPSur M S https://pki.techsource.ig/r
i epository/cps

certificatePolicies

Extended Key Usage Properties

False

| polioydenifin --- siesesiizaz |

extKeyUsage

False M
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codeSigning M S True

Silalgdd! sla] daSld Canyal Cak.7.2

Field Value Comment
CertificateList
TBSCertificate
Signature
OID = SHA384 with
AlgorithmlIdentifier M S 1.2.840.10045.4.3.3 ECDSA
Encryption

The si f
The signature of the CA ¢ signature o

SignatureValue M D issuing the CRL. N Stllllienzuttlil:rCigL |
TbSCertList
Version
Version S 1 Version 2
Signature
OID = SHA384 with
AlgorithmlIdentifier M S 1.2.840.10045.4.3.3 ECDSA
Encryption
Issuer False M
CountryName M S 1Q
OrganizationName M S Technology Source
CommonName M S TS CS CAG1

Implementations
Validity MUST specity

using UTC time
until 2049 from
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then on using

GeneralisedTime

thisUpdate

<creation time>

NextUpdate

<Creation time> + [1]
day + 2 hours

RevokedCertificates False
. . Serial of the revoked
CertificateSerialNumber .
certificates
. Date when revocation UTC time of
revocationDate .
was processed by the CA revocation
crlEntryExtension False
Identifies the
reason for the
reasonCode Asper BR7.22 .
certificate
revocation

CRLExtensions

AuthorityKeyldentifier

False

160-bit SHA-1 hash of
the public key of the CA
issuing the CRL

CRL Number

False

Sequential CRL
Number

expiredCertsOnCRL

False

< contains the
date on which
the CRL starts to
keep revocation
status
information for
expired
certificates>

Dol 08).7.2.1

X509 QW1 ,IuoYb @ibdlgadl ela] 03193 (Gaduadl dius eeds
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AMrawg OISLgLl slid] dodld wildlliel, 7.2.2
el 7.2 ol (3 Wlalgadl sl a3 Cake 39

COAY pe OIalgadl Dl JgSeiepm Cinyad Cike.7.3

Field Value Comment

Certificate

See 4.1.2 of RFC
5280

Algorithmldentifier M S 1.2.840(.) 1I (]))025.4.3.3 EC]S)};fESjcvr;ftlion
SignatureValue M D CA's Signature. CA's Signature.
TBSCertificate
Version
Version M S 2 Version 3
SerialNumber
At least 64 bits of
CertificateSerialNumber M D entropy validated

on duplicates.

Signature False M

OID =

SHA384 with
Algorithml ifi M 1.2.840.10045.4.3.3
gorithmlIdentifier S ECDSA Encryption

<Subject of the CA The issuer field is
Issuer issuing the OCSP defined as the

Certificate> X.501 type “Name”

Encoded according

CountryName M S IQ to “ISO 3166-1-
alpha-2 code

elements”.
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PrintableString,

size 2 (rfc5280)

OrganizationName M S Technology Source UTEF8 encoded
CommonName M S TS CS CAGI UTF8 encoded

Implementations
MUST specify
o using UTC time
Validity False M until 2049 from
then on using
GeneralisedTime

NotBefore M D Certificate gene.ratlon
process date/time.
Certificate generation Validity period is
NotAfter M D process date/time + [12] 12 months for
months OCSP Certificates
Subject False M
Encoded according
to “ISO 3166-1-
alpha-2 code
M I
CountryName S Q elements”.
PrintableString,
size 2 (rfc5280)
OrganizationName M S Technology Source UTEF8 encoded
CommonName M S TS CS CA G1 OCSP UTF8 encoded
SubjectPublicKeylnfo
AlgorithmlIdentifier M S RSA
Public Key
SubjectPublicKey M D
Key length: 4096 (RSA)

Extensions

Subject Properties

SubjectKeyldentifier
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When this

extension is used
160-bit SHA-1 hash of ’
Keyldentifier M D : SO s field MUST be
SubjectPublicKey
supported as a

minimum

Authority Properties

AuthorityKeyldentifier

160-bit SHA-1 hash of
the public key of the CA
issuing the OCSP
Certificate

Keyldentifier

Policy Properties

keyUsage

B B R N

extKeyUsage False

N N R N

id-pkix-ocsp-nocheck False

COAYI A Clalgddl D> JgSgiay dlowinl AdSn

: (RFC 6960) Jo! slunold Tadg 83lgadl Al ye 331 pMaiteadl JgS539 2 dolowian] &S 0LoT Lkl e 2
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tbsResponseData
version 1| Version of the response format
responderID .C =1Q | Distinguished name of the OCSP
_ responder. The information
O = <The full reglst.ered MUST correspond to the
-name of the subject> certificate that was used to sign
CN = <A name commonly the response.
used by the subject to
represent itself>
producedAt The time at which the OCSP
responder signed this response.
responses
certID In accordance with RFC 6960

hashAlgorithm | Depending on the hash | hashAlgorithm is the hash
algorithm used in request | algorithm used to generate the
issuerNameHash and
issuerKeyHash values.
Supported hash algorithms are
SHA-1, SHA-256, SHA-384 and

SHA-512.

issuerNameHash Hash of issuer's DN
issuerKeyHash Hash of issuer's public key
SerialNumber CertificateSerialNumber
certStatus :Status of the certificate

Good - certificate issuedand e
.has not been revoked

Revoked - certificate is e
.-revoked
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Unknown - the certificate is o
unrecognized by this OCSP
responder.

The most recent time at which

.the status being
thisUpdate
indicated is known by the

responder to have been correct.

The time at or before which
newer information will be
available about the status of the

certificate

nextUpdate ThisUpdate + 8 hours e

According to RFC 6960 clause
4.4.4

the CA's certificate e
ArchiveCutoff! | "notBefore" time and

"archive cutoff" date set to the
CA's certificate "notBefore" time

date value and date value According to

ETSIEN 319 411-2 / CSS-6.3.10-

10.

extended-revoked Null | the responder supports the
extended definition of the

definition

"revoked" status to also include
non-issued certificates
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