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Technology Source Company (“TechSource”) as the first
certified certification service provider under the
National Root Certification Authority of Irag (“ITPC")
operates the Certification Authority (CA) services
known as enumerated in Appendix A, and provides
S/MIME CA services.

The management of TechSource is responsible for
establishing and maintaining effective controls over its
S/MIME CA operations, including its S/MIME CA
business practices disclosure on its website, S/MIME
key lifecycle management controls, and S/MIME
certificate lifecycle management controls. These
controls contain monitoring mechanisms, and actions
are taken to correct deficiencies identified.

There are inherent limitations in any controls, including
the possibility of human error, and the circumvention or
overriding of controls. Accordingly, controls placed into
operation can only provide reasonable assurance with
respect to TechSource's Certification Authority
operations.

TechSource management has assessed its disclosures
of its certificate practices and controls over its S/MIME
CA services. Based on that assessment, in TechSource
management’s opinion, in providing its S/MIME
Certification Authority (CA) services at Baghdad, Iraq,
as of 2024-07-20, TechSource has:

e Disclosed its S/MIME certificate
management business practices in its:

lifecycle

o lrag National PKI Certificate Policy (CP) for
Trust Services Providers (TSPs), version 1.2 as
of 2024-05-31,

o Technology Source, Iraq National PKI S/MIME
CA Certificate Practice Statement, version 1.0
as of 2024-07-15;

Including its commitment to provide S/MIME
certificates in conformity with the CA/Browser Forum
Requirement on the TechSource website, and provided
such services in accordance with its disclosed practices;
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https://techsource.iq/PKI-Repository/pki-en.html
https://pki.itpc.gov.iq/repository/cps/ITPC%20TSP-CP%20v1.2.pdf
https://pki.itpc.gov.iq/repository/cps/ITPC%20TSP-CP%20v1.2.pdf
https://pki.itpc.gov.iq/repository/cps/ITPC%20TSP-CP%20v1.2.pdf
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Suitably designed, and placed into operation,
controls to provide reasonable assurance that:

o Theintegrity of keys and S/MIME certificates it
manages is established and protected
throughout their lifecycles; and

o S/MIME subscriber information is properly
authenticated (for the registration activities
performed by TechSource).

Suitably designed, and placed into operation,
controls to provide reasonable assurance that:

o Logical and physical access to CA systems and
data is restricted to authorized individuals;

o The continuity of key and certificate
management operations is maintained; and

o CA systems development, maintenance, and
operations are properly authorized and
performed to maintain CA systems integrity in
accordance with the WebTrust Principles and

Criteria for Certification Authorities - S/MIME

- Version 1.0.3.

Technology Source Company,
Baghdad, the Republic of Iraq,

2024-07-20

PKI Director
20-07-2024
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https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-smime-certificates-v1-0-3_final.pdf
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-smime-certificates-v1-0-3_final.pdf
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-smime-certificates-v1-0-3_final.pdf
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Appendix A - T 3=kl

TS SMIME CA G1
Subject CN=TS SMIME CA G1,0=Technology Source,C=1Q
CN=ITPC SMIME Root CA G1,0=Informatics & Telecommunications Public
Issuer _
Company,C=1Q
Serial 26FE6F4E39C9D780E6FF5316200DA169
?il;:gi?grin t AB77A92509282E44BE1C570FD3D2F624DA7FDADO0834A61F111433069FBBF75D5
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