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Technology Source Company (“TechSource”) as the first
certified certification service provider under the
National Root Certification Authority of Irag (“ITPC")
operates the Certification Authority (CA) services
known as enumerated in Appendix A and provides Code
Signing (“CS”) CA services.

The management of TechSource is responsible for
establishing and maintaining effective controls over its
code signing services, including its code signing
business practices disclosure on its website, code
signing key lifecycle management controls, and
certificate lifecycle management controls. These
controls contain monitoring mechanisms, and actions
are taken to correct deficiencies identified.

There are inherent limitations in any controls, including
the possibility of human error, and the circumvention or
overriding of controls. Accordingly, controls placed into
operation can only provide reasonable assurance with
respect to TechSource's Certification Authority
operations.

TechSource management has assessed its disclosures
of its certificate practices and controls over its CS CA
services. Based on that assessment, in TechSource
management’s opinion, in providing its CS CA services
at Baghdad, Iraq, as of 2024-07-20, TechSource has:

e Disclosed its code signing certificate lifecycle
management business practices in its:

o lrag National PKI Certificate Policy (CP) for
Trust Services Providers (TSPs), version 1.2 as
of 2024-05-31,

o Technology Source, Irag National PKI Code
Signing CA Certificate Practice Statement,
version 1.0 as of 2024-07-15;

o Technology Source, Irag National PKiI
Timestamping CA  Certificate  Practice
Statement, version 1.0 as of 2024-07-15;

Including its commitment to provide CS certificates in
conformity with the CA/Browser Forum Requirement
on the TechSource website, and provided such services
in accordance with its disclosed practices;
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https://techsource.iq/PKI-Repository/pki-en.html
https://pki.itpc.gov.iq/repository/cps/ITPC%20TSP-CP%20v1.2.pdf
https://pki.itpc.gov.iq/repository/cps/ITPC%20TSP-CP%20v1.2.pdf
https://pki.itpc.gov.iq/repository/cps/ITPC%20TSP-CP%20v1.2.pdf
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Suitably designed, and placed into operation,

controls to provide reasonable assurance that:

o CS subscriber information is properly
authenticated (for the registration activities
performed by TechSource)

o The integrity of keys and CS certificates it
manages is established and protected
throughout their lifecycles;

Suitably designed, and placed into operation,
controls to provide reasonable that its CS Signing
Authority and CS Timestamp Authority are
operated in conformity with the CA/Browser
Forum Code Sign Working Group requirements
v3.7 as of 2024-07-20 in accordance with the
WebTrust Principles and Criteria for Certification
Authorities - Code Signing Baseline Requirements

- Version 3.7.
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https://cabforum.org/uploads/Baseline-Requirements-for-the-Issuance-and-Management-of-Code-Signing.v3.7.pdf
https://cabforum.org/uploads/Baseline-Requirements-for-the-Issuance-and-Management-of-Code-Signing.v3.7.pdf
https://cabforum.org/uploads/Baseline-Requirements-for-the-Issuance-and-Management-of-Code-Signing.v3.7.pdf
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_webtrust-for-ca---code-signing-v3-7_final.pdf
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_webtrust-for-ca---code-signing-v3-7_final.pdf
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_webtrust-for-ca---code-signing-v3-7_final.pdf
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Appendix A - T ol

TS CS CA G1

Subject CN=TS CS CA G1,0=Technology Source,C=IQ

Issuer CN=ITPC CS Root CA G1,0=Informatics & Telecommunications Public Company,C=IQ
Serial 6BDB6546B6A05481877CEF5340388981

?il;:gi?grin t 93FE75E68B761830DA145AB7F4E733422CBCD3C0B1718552C8E67C4C6496AB4F
TS TSA CA G1

Subject CN=TS TSA CA G1,0=Technology Source,C=IQ

Issuer CN=ITPC TSA Root CA G1,0=Informatics & Telecommunications Public Company,C=IQ
Serial TEAB2A598E371DD4B4ED7357632471D6

Ei':ggfgrm . | 1E2AAB4936A13E76C78376B58AAFE2E3820604E491C564E913D5BABA516669C3
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