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Technology Source Company (“TechSource”) as the first
certified certification service provider under the
National Root Certification Authority of Irag (“ITPC")
has deployed a public key infrastructure.

As part of this deployment, it was necessary to create a
hierarchy consistent of ITPC signed CAs known as TS
NP CA G1, TS LP CA G1, TS CS CA G1, TS SMIME CA
G1, TS TSL CA G1, and TS TSA CA G1 (collectively,
“TechSource CAs”). These CA’s will serve as
subordinate CAs for client certificate services. In order
to allow the CA’s to be installed in a final production
configuration, a Key Generation Ceremony was
conducted, the purpose of which was to formally
witness and document the creation of the CA’s private
signing key. This helps assure the non-refutability of the
integrity of the TechSource CAs' key pairs, and in
particular, the private signing keys.

TechSource management has securely generated key
pairs, each consisting of a public and private key, in
support of its CA operations. The key pairs were
generated in accordance with procedures described in
IRAQ National PKI ITPC National Root CA Certification
Policy and Certificate Practice Statement, in
TechSource CPSs, and its CA Key Generation Scripts,
which are in accordance with CA Key Generation
Criterion 4.1 of the WebTrust Principles and Criteria for
Certification Authorities v2.2.2.

TechSource management established and maintained
effective controls over the generation of these keys.
These controls were designed to provide reasonable
assurance of adherence to the above-mentioned
practices throughout the key generation process.

TechSource management is responsible for establishing
and maintaining procedures over its CA key
generations, and over the integrity and confidentiality
of all private keys and access keys (including physical
keys, tokens, and passwords) used in the establishment
of the TechSource CAs, and for the CA environment
controls relevant to the generation and protection of its
CA keys.
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TechSource management has assessed the procedures
and controls for the generation of the CA keys. Based
on that assessment, in management’s opinion, in
generation and protecting its CA keys for the
TechSource CA’s between 2024-06-02 and 2024-06-
13 at Baghdad, Irag, with the following identifying
information:

:-UZJSL.: FEIN]| Jag“y'AJb CJ‘;\).?}” (n%ib Q&}L&Jﬂ BRSO 5)‘.)! Cwld
&l oY (555 cpueil] 1o e 3log . CA keys Guaill bolgs zilas
daluy 401 CA keys @uaill 8olgs zilae Hloaxg slid] paso Lasd
2024-06-13 41 2024-06-02 ¢y 88l I b gliSHI ydae (Gauail]

AU Gyl Slaglaallig cBlyall ol 8

CA Name Subject Key Identifier Certificate Serial Number

TS NP CA G1 8528F2CA458AD428F05FOFAT01EA | 481ABCE1C21208E5C8CA0DB7
92248C6ABI96AG 0OB8BBD56

TS LP CA Gl 60F2ESFBE6DBCT7ACA4ADT75B426AA | 4D1FACY38E4D3E39925D2896
918758C6ES5CAC 4E7TR7T677E

TS SMIME CA G1 AB3089C1798D27A292B2CO9DD7EF | 26FE6F4E39CI9DT80E6FF5316
C219938#12E54 200DA169

TS CS CA Gl B6DDA541BBDBEGCE6EOAFSBACEBG | 6BDB6546B6A0S481877CEFS3
OAFESB2FA2D51 40388981

TS TLS CA G1! ATAATBAR025F0D11956386E9DFAd | 2BCAGEDS681BAEB62437C644
FFDOEOS3C6732 088A723F

TS TLS CA G1 EC181467FCFAA6TDIFA8DBDES14 | TAF38FE32D2A96BT0ODSE294E
TASCF3D11B8D8 304B7913

TS TSA CA G1 5D99239BASF3F4559021D2C4E64 | TEAB2AS598E371DD4B4ED7357

89120477F18E8

632471D6

TechSource has:

e Followed the CA key generation and protection
requirements in its:

o IRAQ National PKI ITPC National Root CA
Certification Policy and Certificate Practice
Statement, version 1.1 as of 2024-05-28.

o IRAQ National PKI Natural & Legal Persons
CAs Certificate Practice Statement, version 0.7
as of 2024-05-28,

o IRAQ National PKI Code Signing CA Certificate
Practice Statement, version 0.7 as of 2024-05-
28,

o IRAQ National PKI S/MIME CA Certificate
Practice Statement, version 0.7 as of 2024-05-
28,

o IRAQ National PKI SSL/TLS CA Certificate
Practice Statement, version 0.7 as of 2024-05-
28,

o IRAQ National PKI Time-stamping CA
Certificate Practice Statement, version 0.7 as
of 2024-05-28,
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! This CA certificate was revoked during the key generation procedure.
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https://pki.itpc.gov.iq/repository/cps/ITPC%20Root%20CAs%20CP-CPS%20v1.1.pdf
https://pki.itpc.gov.iq/repository/cps/ITPC%20Root%20CAs%20CP-CPS%20v1.1.pdf
https://pki.itpc.gov.iq/repository/cps/ITPC%20Root%20CAs%20CP-CPS%20v1.1.pdf
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Included appropriate, detailed procedures and
controls in its CA Key Generation Scripts:

o Irag National PKI - Key Generation Scripts,
version 1.0 as of 2024-05-23,

o lIrag National PKI - Key Generation
Ceremonies Exceptions, version 1.0 as of
2024-07-11,

Maintained effective controls to provide

reasonable assurance that the TechSource CAs
were generated and protected in conformity with
the procedures described in its CP/CPS and its CA
Key Generation Scripts.

Preformed, during the CA key generation process,
all procedures required by the CA Key Generation
Scripts.

Generated the CA keys in a physically secured
environment as described in its CP/CPS.

Generated the CA keys using personnel in trusted
roles under multiple person control and split
knowledge.

Generated the CA keys within cryptographic
modules meeting the applicable technical and
business requirements as disclosed in its CP/CPS in
accordance with CA Key Generation Criterion 4.1
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of the WebTrust Principles and Criteria for 222
Certification Authorities v2.2.2.
Technology Source Company,
Baghdad, the Republic of Iraq,
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